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MNOJINTUKA

3A NMPEAOCTABSAHE HA KBAJIM®GULIMPAHU YCITIYTUN 3A
h]fONOtary YAOCTOBEPSABAHE HA BPEME

1. BDBBEAEHME

Hactoswms  pokymeHt  TOJIMTUKA  3A  TIPEAOCTABAHE  HA
KBAJTMOULMPAHU YCITYTU 3A YOOCTOBEPSBAHE HA BPEME Ha [ocTaBumka
Ha yaoctoseputenHu ycnyru MHOOHOTAPU EA (MonuTtukaTa) e U3roTBeH B
cboTBeTcTBUE C PernameHT (EC) N2 910/2014 Ha EBponeinckust napnaMeHT 1 Ha
Coeeta oT 23 tonm 2014 rogvHa OTHOCHO €fNeKTpOHHaTa maeHTUdMKaums wm
YAOCTOBEPUTENHUTE YCYry NpU eNeKTPOHHU TPaHCAKUMM Ha BbTPELLUHMS nasap
M 3a oTMaHa Ha [AupektmBa 1999/93/EO (PernameHt (EC) 910/2014) n
NPWIOXMMOTO 3aKoHoAaTencTBo Ha Penybnuka bwarapusa n ce no3oBaBa Ha
LuenmMTe UM Ha 4acT OT cregHuTe obLonpueTn MeXAyHapoAHW CTaHaapTU U
cneundukaumm:

EN 319 401 v2.1.1 General Policy Requirements for Trust Service
Providers;

ETSI EN 319 421, Policy and Security Requirements for Trust Service
Providers issuing Time-Stamps

ETSI TS 102 023 v.1.2.1 Policy Requirements for time-stamping
authorities

EN 319 411 Policy and security requirements for Trust Service Providers
issuing certificates

319 411-1 v1.1.1: General requiremenTs;

IETF RFC 3161 (2001): "Internet X.509 Public Key Infrastructure: Time-
Stamp Protocol (TSP)";

IETF RFC 5816 ESSCertIDv2 Update for RFC 3161

RFC 3647: Internet X.509 Public Key Infrastructure — Certificate Policies
and Certification Practices Framework.

OcHoBHaTa uen Ha [llonuTukaTta, € 4pe3 OonucaHue Ha npasuiaTa U
nonutnkute, konto MIHOOPHOTAPU EA/l e BbBena v cbbniogasa nNpu nsgasaHe
N BanMaMpaHe Ha KBanuduuupaHu enekTpoHHM BpPEMEBM Nevyata, Aa
Hanpasu Ny6nn4yHM 3a noTpebuTtenuTe M Aa NpeaocTaBy CPeACTBa 3a BCUYUKM
3aMHTEpEeCyBaHM CTPaHWU 3a YCTaHOBSIBaHE Ha CbOTBETCTBMETO Ha AEMHOCTTa Ha
[ocTaBunka C pasnopeabute u usuckBaHusita Ha PernameHt (EC) 910/2014,
NPWIOXMMOTO 3aKOHOAATENCTBO Ha Penybnvka bbnrapus n Ha HageXxaHocTTa
M CUI'YPHOCTTA Ha OCbLLECTBABaHaTa yAOCTOBEPUTENHA AENHOCT.

MNonutukata e nybnuyeH AOKYMeHT, pa3paboTeH B cboTBeTCTBME ETSI
EN 319 421.

2. YnpaBneHuve Ha yaocToBepuTesiHaTa MNOJIMTUKA Ha
AocTraBuunka

YpocTtoBepuTenHata nonnTuka Ha [loctaBumka ce onpeaensT ot CbBeTa
Ha avpekTtopuTe Ha “MHOOHOTAPU" EALL.
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NOJINTUKA

3A NMPEAOCTABSAHE HA KBAJIM®GULIMPAHU YCITIYTUN 3A
InfONOtary YAOCTOBEPSABAHE HA BPEME

Bcuukn npoMenn, pegakumm n AOMbHEHUS Ha HacToswaTta Monutuka ce
npuemat oT CbBeTa Ha aupekTopute Ha “MHOOHOTAPU” EALL.

HoBsuTe Bepcun Ha AOKyMeHTa ce nybnunkysaT cnej HeroBoto ogobpenHue
B [JOKYMeHTHMSA peructbp Ha [ocTtaBumka n € nybnMyHo AOCTbMeH Ha ajpec:
http://repository.infonotary.com u https://repository.infonotary.com.

BcMukn KoMmeHTapu, 3anuTBaHWA 3a MHCI)OpMaUMﬂ N pasdaCHEHUA Mo
HacToswaTa MNMonutukaTa morat aa 6vaar OoTnpaBAHN Ha adpec:

“"MHOOHOTAPU"” EAL]
1000 Cochms, bvnrapus
yn. “MeaH Ba3zo” N216
Ten:+359 2 9210857
e-mail: legal@infonotary.com
URL: www.infonotary.com
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MNOJINTUKA

InfONOtary 3A NMPEAOCTABSAHE HA KBAJIM®GULIMPAHU YCITIYTUN 3A

YAOCTOBEPSABAHE HA BPEME

3. TEPMWHU U CbKPALLEHUA

BanuaupaHe

[AaHHK 3a BanuaupaHe

[aHHM 3a naeHTUMKALMSA HA iMua

[aHHKX 3a Cb3laBaHEe Ha €/IEKTPOHEeH
neyar

[JoBepsBalla ce cCTpaHa

[ocraBunk Ha KBanudUUUpaHm
yAOCTOBEPUTEJIHU YCNYTU

EnexkTpoHeH BpeMeBMu nevart

EnexTpoHeH AOKYMEHT

KBanndunumpaH enekrpoHeH BpeMeBu
nevar

lMpoLeca Ha NpoBepKa U NOTBbPX/AABaHe Ha
Ba/IMIHOCTTA HA €NEKTPOHEH MOAMMUC UK
nevar.

[aHHu, KOUTO Ce NU3non3BaT 3a BannamnpaHe
Ha €NEKTPOHEH NoAnuC NN ENEKTPOHEH
ne4yar.

Habop oT AaHHK, KOMTO MO3BONSABAT Aa Ce
YCTQHOBM CaMO/IMYHOCTTA Ha (DU3MYECKO MU
OpPUANYECKO NNLE, UK Ha (DU3MYECKO NnLE,
NpeacTaBsABaLlo OPUANYECKO NULE.

YHUKanHW aaHHu, KOUTO ce U3non3ear oT
Cb3AaTens Ha €JIEKTPOHHUA NeYaT 3a
Cb3aBaHETO Ha eNIeKTPOHEH ne4vyat

®U3MYECKo MK PUANYECKO NNLE, KOETO
pa3unTa Ha eNeKTPOHHA MAEHTUdMKALMS UK
yAOCTOBEpUTESIHA yCnyra.

[lOCTaBYMK Ha YAOCTOBEPUTENHM YCIYIH,
KOWTO NpeaocTaBs eaHa Unu noseye
KBanndUUMpaHM yA0CTOBEPUTENTHW YCIYTU U e
nosTy4nsl KBanuduuMpaHms cn cTaTyT oT
HaA30peH opraH.

[laHHW B eneKTpoHHa (opMa, KOMTO CBbP3BAT
[PYTV OAQHHW B €NeKTPOHHA ¢dopMa C
KOHKPETEH MOMEHT BbB BPEMETO U
npeacTaBnsBaT AOKA3aTeNCTBO, Ye
nocneaHUTe AaHHKU ca CblUeCcTBYBanu B
CbOTBETHUS MOMEHT.

Bcsiko cbabpXkaHWe, CbXpaHsiBaHO B
€neKTpoHHa ¢opMa, no-creumasnHo TeKCTOBM
WNW 3BYKOB, BU3yasieH UM ayano-BU3yaneH
3anuc.

EnekTpoHeH BpeMeBM nevaT, KOMTO OTroBaps
Ha CneaHUTe M3MCKBaHWSA:

a) obBbp3Ba AaTaTa U yaca C AaHHUTE Mo
HaYMH, KOMTO [0 rosisiMa CTeneH M3K/oYBa
Bb3MOXXHOCTTa 32 He3abensi3aHa NpoMsiHa Ha
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InfONOtary 3A NMPEAOCTABSAHE HA KBAJIM®GULIMPAHU YCITIYTUN 3A

YAOCTOBEPSABAHE HA BPEME

KPC

NMUWH

MpakTuka

Monutuka

PernameHr

YpaocroBepsiBaHe Ha aBTE@HTUYHOCT

YpaocroBepuTenHa ycnyra

AAHHUTE;

6) ocHOBaBa Ce Ha M3TOYHMK Ha TOYHO BPEME,
CBbP3aH C KOOPAMHUPAHOTO YHUBEPCASTHO
BpeMe; U

B) MOANUCAH e C YCbBbPLIEHCTBAH €/1eKTPOHEH
noanucC UM e noaneyaTtaH C YCbBbpLIEHCTBAH
€/1eKTPOHEH MeyvaT Ha AOCTaBYMK Ha
KBanMduUUMpaHn yaoCToBEPUTENHN YCIYTK
WNwn ¢ Apyr paBHOCTOEH MEeToA.

Komucns 3a perynupaHe Ha cbobleHusTa
MNepcoHaneH NaeHTudukaunmoHeH Homep

MpakTrka Npu NpefocTaBsiHe Ha
KBanuguuMpaHu ya0CTOBEPUTESTHW YCIYTU
InfoNotary Qualified CPS

MonuTvka 3a NpeaocTaBsHE Ha
KBannduUMpaHu ycnyrv 3a yaocToBepsiBaHe
Ha BpeMe.

PErJTAMEHT (EC) N2 910/2014 HA
EBPOMEMNCKMS MAPJIAMEHT W HA CbBETA ot
23 tonn 2014 roguHa OTHOCHO eneKTpPoHHaTa
naeHTdMKaumns n yaoCctToBepUTENHUTE YCIymu
Npu eNeKTPOHHN TPaHCAKLMN Ha BbTPELLUHNUSA
nasap ¥ 3a oTMsiHa Ha [npekTuea
1999/93/EO.

EnekTpoHeH npoLec, KOMTO No3BosisiBa
€NeKTPOHHATa UAEHTUhMKAUNS Ha r3NYecKo
WM I0pUANYECKO JIMLIE UIN NOTBbPXKAABAHETO
Ha npou3xoda M LenocTTa Ha AaHHKW B
eneKkTpoHHa dopma.

EnekTpoHHa ycnyra, 06MKHOBEHO
npeaocTaBsiHa Cpellly Bb3HarpaXaeHue, KosaTo
ce CbCToM B:

- Cb34aBaHETO, NpOBEPKaTa U
BanMAMpPaHETO Ha €NIEKTPOHHMU
noannucK, eNEKTPOHHN NeYaTn nnn
E€NEKTPOHHN BPEMEBU MNMeYaTun, ycnyru
3a €JIEKTPOHHA npenopb4yaHa notla,
KaKTO U yAOCTOBEPEHNA, CBbP3aHU C
TE3N yCnyrun, nnu

- Cb34aBaHETO, NpOBEPKaTa U
BanMAMPaHETO Ha yAOCTOBEPEHUA 3a
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NOJINTUKA

3A NMPEAOCTABSAHE HA KBAJIM®GULIMPAHU YCITIYTUN 3A

YAOCTOBEPSABAHE HA BPEME

PernamenT GDPR

ABTEHTUYHOCT Ha yebcalT; unu

- CbXpaHABAHETO Ha ENEKTPOHHU
noannucun, ne4vyaTmn nnn yaoCctoBepeHus,
CBbp3aHn C TE3N yCnyru.

PernamenT (EC) 2016/679 Ha EBponeiickus
napnameHT 1 Ha CbBeTa oT 27 anpun 2016
roAMHa OTHOCHO 3aliMTaTa Ha dusnyeckute
nvua BbB Bpb3ka ¢ 06paboTBAHETO Ha JIMYHK
JaHHM U OTHOCHO CBOBOAHOTO ABMXKEHME Ha
TaKuBa AaHHW U 3@ OTMSIHA Ha [upekTmBa
95/46/EO (06w pernaMmeHT OTHOCHO 3aluTaTa
Ha JaHHUTE)

CbKPALLEHUA

ASN.1 Abstract Syntax Notation One — A6cTpakTeH
€31K 3a OnuncaHne Ha obekTu B
YyAOCTOBEpEHUSTa

CA Certification Authority — Yaoctosepsisaly opraH

CC Common Criteria — O6wm KpuTepum

CEN European Committee for Standardization -
EBponeiicku cTaHAapTU3aUMOHEH KOMUTET

CENELEC European Committee for Electronic
Standardization - EBponeicku KOMUTET 3a
efleKTpoTexHn4yecka CtaHaapTu3aums

Ccp Certificate Policy — MonuTuka 3a npegocraBsHe
Ha YAOCTOBEPUTENTHU YTy

CPS Certification Practice Statement — NMpakTuka
Npv NpeaocTaBsiHe Ha YAOCTOBEPUTENHU YCyTU

CRL Certificate Revocation List — Cnncbk Ha
CNpeHNTE N NpeKkpaTeHN YAOCTOBEPEHUS

DN Distinguished Name — YHukanHo ume

ETSI European Telecommunications Standards
Institute - EBponeickun MHCTUTYT 3a
TeNneKOMyHWKaUMOHHW CTaHaapTyu
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EU

FIPS

IEC

I1sOo

LDAP

oID

oCspP

PKCS

PKI

RSA

SHA

SSL

URL

European Union - EBponeicku cbio3

Federal Information Processing Standard —
denepaneH ctaHaapT 3a obpaboTka Ha
nHgopMaums

International Electrotechnical Commission -
MexxayHapoaHa enekTpoTeEXHUYEcKa KOMUCKS

International Standardization Organization -
MexayHapoaHa opraHusaums 3a
CTaHaapTM3aums

Lightweight Directory Access Protocol —
MpoTokon 3a ONpoCTeH AOCTBMN A0 PErnCTbP

Object Identifier — UpeHTdMKaTOp Ha 0bekT

On-line Certificate Status Protocol — MpoTokon
3a NpoBepKa Ha cTaTyca Ha yAOCTOBEPEHUS B
peanHo Bpeme

Public Key Cryptography Standards —
KpunTorpadcku ctaHAapT 3a NpeHocC Ha
ny6aMYeH KoY

Public Key Infrastructure — NHdpacTpykTypa Ha
ny6nnyHus KoY

Registration Authority — Perncrpupaly opraH

Rivest-Shamir-Adelman — KpunTorpadcku
aNIropuTBLM 3a Cb3JjaBaHe Ha nNoanuc

Secure Hash Algorithm — Xeww-anroputsbmM 3a
M3B/IMYaHe Ha xeww-naeHTudukaTop

Secure Socket Layer — CurypeH kaHan 3a
npegaBaHe Ha JaHHU

Uniform Resource Locator — EanHeH pecypceH
nokarop
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MNOJINTUKA

3A NMPEAOCTABSAHE HA KBAJIM®GULIMPAHU YCITIYTUN 3A
h]fONOtary YAOCTOBEPSABAHE HA BPEME

4. OCHOBHMU NOJIOXKEHUA

4.1.1. [locTaBYMK Ha YAOCTOBEpPUTEJTHU YCNYIU

NHOOHOTAPU EALl e [locTaBuMK Ha KBanubuumMpaHn yaoCToOBEPUTESTHU
ycnyrn  cbernacHo Pernament (EC) N2 910/2014 v e c npenocraseH
KBanuduumpaH CTaTyT OT HaumoHanHus Hag3opHus opraH npu npeaBuaeHuTe
B PernameHT N2 (EC) 910/2014 ycnoBusi n B CbOTBETCTBME CbC HALMOHAMHOTO
npaso.

NHOOHOTAPU EA[l e TbproBCKO APYXXECTBO, BMUCAaHO B TbproBCKUS
perncTbp npu AreHums rno enuceaHusaTa ¢ EMK 131276827. [Apy>XeCcTBOTO € CbC
cefjanuwie n agpec Ha ynpasneHue B rp. Codus, yn. ,MeBaH Bazos™ N216,
TenedOH 3@  KOHTAKT: +359 2 9210857, wHTepHeT  aapec:
http://www.infonotary.com. [lpy>XecTBOTO Wu3Mon3Ba B CBOSITA TbproBcka
AEMHOCT 3ana3eHaTa Tbproecka Mapka Ha InfoNotary.

Kato «kBanudwuumpaH paocraBumk WMHOOHOTAPU EAL w3BbpLIBa
YIOCTOBEPUTENHM AENHOCTU M NPeAoCTaBs KBanMdUUMpaHW yOoOCTOBEPUTENHU
yCnyru 3a yaocroBepsiBaHe Ha BpeMe upe3 OpraH 3a y40oCToBepsiBaHe Ha BpeMe
(InfoNotary Qualified TimeStamping Service).

OpraHa 3a ypocToBepsiBaHe Ha BpeMe Ha [loCcTaBuvMka wm3gaBa
KBanMpuunpaHM enekTpoHHM BPeMeBM MevaTn, 4pe3 KOUTo noTpebutenute
(A6oHaTM Ha [ocTtaBumMka M TpeTu p[oBepsiBan ce CTpaHW) MoraT pAa
YOOCTOBEPSAT BPEMETO 3a NpeacTaBsiHe Ha eNeKTPOHEH AOKYMEHT, noanuceaHe
Ha AOKYMEHT MMM TpaH3aKuusl C eNeKTPOHEH NoANUC u ap.

Mpn ocCbliecTBSIBaHE Ha AENHOCTUTE MO M34aBaHe M YnpaB/ieHME Ha
KBanudunumpaHn enekTpoHHn eBpemesBu nedatn, MHOOHOTAPU EA[ npwnara
BHeApeHuTe B ApyxecTBoTo Cuctema 3a ynpasneHue, cepTuduuupaHa no
cranpapta ISO/IEC 9001:2008 u Cuctema 3a ynpasneHue cepTuduumpaHa no
crangapta ISO/IEC 27001:2013.
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4.1.2. AMeHyBaHe U naeHTUPUKaLMA Ha AOKYMEHTA

fokymeHTa ,MonuTtuka 3a npepocrtaBsiHe Ha KBasuUUMpaHU
ycnyru 3a ypocroBepsiBaHe Ha BpemMe Ha WHO®OHOTAPU EAL"
(NMonutukara), ce wumeHysa “InfoNotary Qualified TimeStamping
Service CP” n ce nageHtuduumpa nocpeactsoM cneaHns uaeHTudukaTop Ha
06eKT B n3gaBaHuUTE yYAOCTOBEPEHUS:

Policy name Identifier (OID)

InfoNotary Qualified TimeStamping Service CP 1.3.6.1.4.1.22144.3.4.1

NonuTukaTa BKOYBA:

OnucaHWe Ha YycnoBusTa, KOMTO [OCTaBUMKBLT CnasBa M creasBa npu
“3aBaHe Ha KBANNGUUMPaHW eEKTPOHHM BPEMEBU NeYaTy;

oblMTEe NpaBuna 3a M3AaBaHe W YMNpaBNEHWE Ha KBanuduuupaHuTe
€NEKTPOHHN BPEMEBU NevaTu.

N3naBaHnTe yaoOCTOBEPEHMS CbAbPXAT MAEHTUMDUKATOP Ha MNOUTUKA,
n3pafieH B cboTBeTCTBME C npenopbka IETF RFC 3647 [1.4], 1. 3.3, KOUTO MOXe
Aa 6bae M3non3BaH 3a pasno3HaBaHETO UM OT CTpaHa Ha [osepsiBawuTe ce
CTpaHu Npu U3MNO0N3BAHETO UM.

MpeHTUdbUKaTopa 3a MOMUTUKUTE Ha KBanUdUUMPaAHUTE €NEeKTPOHHU
BPEMEBW MeYaTy, NOCOYEHN B HACTOALLMSA JOKYMEHT Ca KaKTo CleaBa:

itu-t(0) identified-organization(4) etsi(0) time-stamp-policy(02023)
policy-identifiers(1) baseline-ts-policy (1)

Ob6ekTHua wupeHtTudukatop (OID) B CbOTBETCTBME C BMAA Ha
yAOCTOBepuTenHaTa novTuKa e:

Ume InfoNotary Policy ETSI Policy
Identifier Identifier
KBanuduumpaH InfoNotary Qualified
€1eKTPOHEH BpeMeBU TimeStamping 1.3.6.1.4.1.22144.3.4.1 0.4.0.2023.1.1
neyar Service
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4.2.Y4acCTHUUM B yaOCTOBepuUTesIHaTa MHPACTPyKTypa

4.2.1. YpocroBepsBaly opraH

InfoNotary e YpocroeBepsBawmatr opraH Ha [locTaBuMka Ha
YAOCTOBEPUTENTHN YCIYTW, W3BbPLIBALY CleAHuWTe AEWHOCTU: u34aBaHe Ha
YOOCTOBEPEHMUA 3a €NEKTPOHEH MOAMUC N ENEKTPOHEH nedvat, yrnpaBneHue Ha
YyAOCTOBEPEHUSATA, BK/IOYBALLO ChNvMpaHe, Bb30OHOBSIBAHE W NpekpaTsiBaHe
AEVNCTBMETO Ha YAOCTOBEPEHWS, BOAEHE Ha pPErncTbp 3a uM3dadeHuTe
YOOCTOBEPEHUA W OCUrypsiBall, AOCTbMa W CPeAcTBaTa 3a OrpaHuMyeHwe Ha
AOCTbMNa A0 YAOCTOBEPEHUS.

YnoctoBepsiBawmsaT opraH (root CA) KOHTPO/Mpa YAOCTOBEPUTENTHUTE
NOMMTUKM Ha [loCTaBuYMKa, oOnpeensiiy CbAabpXallata ce B pasnyHUTE
TUMNOBE YAOCTOBEPEHMSI 32 KpalHM MOTPEdBUTENN UWHAMBUAYANM3MpaLla
Cb3gaTenss Ha nedyaT WHMOPMaUMsi, OrpaHUYeHUss B MPUIOXKEHWUETO MU
OTrOBOPHOCTM.

YAoCTOBEPABALLMAT OpraH mM3gaBa pas3nMYHM TUMOBE YAOCTOBEpEHMS,
Cbobpa3Ho yAOCTOBEpPUTENHUTE NOSMTUKN, NOCPEACTBOM AndepeHuMpaHn CBou
OnepaTtuBHM yaocTOBepsiBawm opraHm (operational CAs).

4.2.2. OnepaTMBeH yAOCTOBEpsBall OpraH 3a usfgasaHe Ha
KBanuduumpaH enektpoHeH spemesu nevat (InfoNotary
Qualified TimeStamping Service CA)

YpocToBepeHUeTo 3a nybnnyHmsa kiod Ha OnepaTnBHUS YAoCTOBEpSsiBaLy
OpraH 3a wu3gaBaHe Ha KeBanuuUUMpaHW eNeKTPOHHW BpeMeBu nedyaTu
(InfoNotary Qualified TimeStamping Service CA), OID:
1.3.6.1.4.1.22144.3.4, ce noanMcBa C YacTHMS K4 Ha 6a3oBus
yaoctosepsiBaw, opraH InfoNotary TSP Root, OID: 1.3.6.1.4.1.22144.3.

C vactHua kmod Ha onepatuBHus opraH (InfoNotary Qualified
TimeStamping Service CA) ce noanuceaT KBanupUUMPaAHN enekTPOHHUTE
BPEMEBM Me4yaTM 3a KpalHuM noTpebutenn, Cbobpa3HO CbOTBETHATA
yaocrtoBepuTtenHa nonutuka n InfoNotary Qualified CPS.
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YpoctoBepeHneto Ha OnepaTtuBHus yaoctoBepsiawl opraH InfoNotary
Qualified TimeStamping Service CA cbabpXa cnegHata OCHOBHA

NHpOpMaLmS:

InfoNotary Qualified TimeStamping Service CA

OcHoBHM x509 aTpmnbyTn:
ATpunbyT CroiHocT
Bepcus 3 (0x02)

CepwvieH Homep

YHWKaneH 3a perncrbpa Ha
[ocTtaBuuka;

16-6a1TOBO UMCNO

Hauyano Ha nepuoaa Ha BannaHoCT

[aTta n yac Ha noanuceaHe

Kpaii Ha nepvoaa Ha BanMAHOCT

JaTa n yac Ha noanuceaHe +
19 roanHmn

ANropnTbM Ha eNEeKTPOHHUS NoANUC SHA256/RSA
ATpubytn Ha Usparens:

ATpubyT CroiHocT
Common Name Nme CN InfoNotary TSP Root
Domain [loMeNH KOMMOHEHT DC qualified-root-ca
Component

Country Name [bpxasa C BG

Locality Name Mpaa L Sofia

Organization OpraHnzauus 0 InfoNotary PLC
Name P H ry
Organizational .

Unit Name OpraHu3aunoHHO 3BEHO Ou Qualified TSP
Organization VinervigukaTop Ha 2.5.4.97 NTRBG-131276827
Identifier opraHmzaumsta (EUK)

ATpmn6yTn Ha Tutynapsa (x509 Subject DN):

ATpnbyT

CTolHoCT
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InfoNotary

InfoNotary Qualified
Common Name Wve CN TimeStamping Service CA
Domain o - .
Component [IOMENH KOMMOHEHT DC qualified-timestamp-ca
Country Name [bpxaBa C BG
Locality Name Mpaa L Sofia
Organization OpraHuzauus 0 InfoNotary PLC
Name P H ry
Organizational
Unit Name OpraHun3aumnoHHO 3BEHO ou InfoNotary TSP
Organization VineHTdukaTop Ha 2.5.4.97 | NTRBG-131276827
Identifier opraHuzaumsta (EVK)

AonbnHutenHun atpmbyTn Ha X509 paswmnpeHums ( x509v3 extensions):

ATpubyT

CTonHoCT

Basic Constraints
(Critical)

Subject Type=CA

information Access

(Kgr‘;tilgf)ge Certificate Signing, CRL Signing
Public Key RSA 3072 bits
[1]JAuthority Info Access
Authority Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ocsp.infonotary.com/qualified

CRL Distribution

[1]CRL Distribution Point

Distribution Point Name:

Point (Non
Critical) Full Name:
URL=http://crl.infonotary.com/crl/qualified-root-ca.crl
Crp. 13 071 39
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[1]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.22144.3.4
Certificate Policies [1.1]Policy Qualifier Info:
(Non Critical) Policy Qualifier Id=CPS

Qualifier: http://repository.infonotary.com/cps/qualified-tsp.html

Unotice: InfoNotary Qualified TimeStamping Service CA

Subject Key

Identifier SubjectKeyIdentifier
Authority Key ] -
Identifier AuthorityKeyIdentifier
4.2.3. AboHaTn

“AboHaT” e (PU3NYEeCKO MU PUANYECKO NULE, KOETO MMa CK/YeH
nucMeH pgorosop ¢ JlocTaBuMka 3a MpedoCTaBsHe Ha  KBanuduumpaHu
yaoctoBeputenHn  ycnyrn.  KoraTo €  MpakTU4ecku  Bb3MOXHO, Mpu
npeaocTaBssHe Ha YAOCTOBEpPUTENHUTE YCAYrM W NPOAYKTUTE, CBbP3aHU C
non3saHeTo Ha ycnyrute, [OCTaBUMKBT OCUrypsiBa TaXHaTa AOCTbMHOCT WM
NON3BaeMOCT OT XOpa C yBpeXaaHusl.

4.2.4. [loBepsiBalym ce nvmya

“[oBepsBawm ce nmua” ca GU3nYecKn UNn puaMYeckn nuua, KouTo
pa3unTaT Ha yYAOCTOBEpUTENHA yCyra U KOMTO Ca agpecaTn Ha noanevaTaHu
e/1eKTPOHEH BpPeMEBU MeyvaT eNeKTPOHHU AOKYMEHTU. [JoBepsiBalumTe ce CTpaHu
cnefBa fa MMaT yMeHus Aa Non3BaT 3aBepKuUTE 3a eNeKTPOHeH BpeMeBu neyat
N Oa ce oosepsiBaT Ha uM3gaaeHn oT [oCTaBuMKa eNeKTPOHHM BpeMEBM NnevaTu
caMo cnej npoBepka Ha CTaTyca Ha YAOCTOBEPEHMETO Ha OpraHa 3a BpeMe B
Cnucbka Ha cnpeHuTe W npekpateHn ypoctoBepeHns (CRL) wnm  Ha
aBTOMaTU4HaTa WHdOpMaumsa, npegocTaBeHa OT [locTaBuMka MNOCPEACTBOM
OCSP npoTokor.
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4.3.TpynoXXUMOCT Ha eJIeKTPOHHUA BpeMeBM nevyar

HaCTOQLLI,aTa NOJINTUKA € HAaCOYEHA KbM MNMOKpUBAHE Ha U3NCKBAHUATA 3a
KBaJ'IM(bMLI,VIpaHVI €JIEKTPOHHN BpEMEBU MNeYHaTU B CbOTBETCTBUE C PernameHT
(EC) N2910/2014 n ETSI EN 319 122.

MonuTvkaTta He BK/IOYBA HMKAKBW OrpaHUYEHUs B MNPUIOXKEHWETO Ha
nsgageH ot [lJoctaByMka 1 B CbOTBETCTBUE C HESl e/IeKTPOHEH BpeMeBW nevar.

MonuTukaTa Moxe Aa 6bae NpUNoXeHa 3a YAOCTOBEPSIBAHE Ha BPEMETO
Ha Cb3/laBaHE Ha eNEeKTPOHEH MOANUC/ ENEKTPOHEH NeyaT 6e3 orpaHnyeHus.

5. 3AAbLJDKEHUA, OTTOBOPHOCT U TAPAHLUN

3agb/mKeHuaTa, OTrOBOPHOCTMTE M rapaHumuite Ha [loCTaBuuKa,
Tutynapute, Cb3pgatenute Ha neyaT, A6OHaTMTE Ha KBanUUUMPaHK
YOOCTOBEPUTENHN YCNyrn n [loBepsasawuTe ce CTpaHu ca ypeaeHu B PernameHT
(EC) N2 910/2014, B HauMOHANHOTO 3aKOHOAATENCTBO, B [lpakTukaTta npu
npeaocTaBssHe Ha KBanuuuMpaHu yaoCTOBEpUTENHM YCIyrn, B HacTosiwata
Monutuka Ha [loctaBumka 1 B [lorosopa 3a KBanuduumpaHu y4OCTOBEPUTENHU
ycnyru.

5.1.3aabmxeHuna Ha [locTtaBumMka

JloCTaBUMKBLT Ce 3a4b/KaBa Aa:

crasea CBOMTE BbTPEWHM MpaBuia W npoueaypy, nMpakTMKa 3a
NpeAoCTaBsHE Ha KBanuduumpaHu yaocToBEPUTENHN YCITYTX U NONUTUKMK;

cna3ea PernameHT (EC) N2 910/2014 » pa3snopeadbute Ha HaUMOHANHOTO
3aKOHOAATENCTBO;

ocurypsiBa HenpekbCHATO AO0CTbM A0 KBanuduumMpaHaTa ycayra 3a
yOOCTOBEpsiBAaHE Ha BpeMe, OCBEH Mpu nnaHvpaHa npodunaktmka u
dopcMaXkopHU cuTyaumm;

ocurypsiea M MNof3Ba HaAeXAHO TEexXHONMorMyHo obopyasaHe npu
npeaocTaBsHe Ha yAOCTOBepUTENHaTa ycnyra;

NpefoCTaBsAHUTE YAOCTOBEpPUTESIHM YCIyrM ca B CbOTBETCTBUE C
N3MCKBaHMATA Ha 06LLONPUETN MEXAYHAPOAHM CTaHAAPTU U NPEnOpPbKM.
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5.2.0TroBOpPHOCT U rapaHuum Ha [loctaB4YMKa

JlOCTaBUYMKBT rapaHTUpa, Ye crna3sBa BCMYKWM pa3nopenbu Ha PernameHT
(EC) N2 910/2014, HauMOHANHOTO 3aKOHOAATENCTBO M HacToswaTa lNpakTukaTa
Npy NpeaocTaBsHe Ha KBanMduUUpaHu yAOCTOBEPUTENHWU YCIYry, U3Mb/HSBA
CTPUKTHO 3an0oXeHuTe npoueaypu un cvbnopgasa NOAUTUKUTE, YCTAHOBEHW B
HacTosLwaTa NoamTurKa.

[denHoctnte Ha [locTaBuMKa MO NPeAoCTaBsiHE Ha KBanuduuMpaHaTta
ycnyra no yaocTOBepsiBaHE Ha BPEME MOMNIEXW Ha MpoBepKa OT HE3aBUCUM
OpraH 3a OLeHsIBaHe Ha CbOTBETCTBMETO U HALIMOHANTHUS HA[AI30PEH OpraH.

[octaBunkbT oTroBaps npeg AboHaTute wn npeq [osepsiBalumrte ce
CTpaHu 3a Bpeau OT:

OT HeusMnb/HEHME Ha 3aAb/DKeHusiTa Ha [ocTaByMka, Cbr1acHo
Pernament (EC) N2 910/2014 v HauMOHANHOTO MpaBoO, pernameHTMpaLum
N3aBaHeTO, YNpPaBiEHNETO N CbAbPXKAHNETO Ha KBANUMUUMpPaHNS eneKTPOHEH
BpeMeBu nevar ;

OT HEBEpHUM WNN TPeWwHNn AaHHWM B KBANUMUUMPAHUS eNeKTpOHeH
BpeMeBM NeyaT KbM MOMEHTA Ha U34aBaHeTo My.

5.3.3aabmxeHuns Ha MoTpeburenure

MoTpebutenute Ha KBanuduuMpaHaTa ycnyra 3a YAOCTOBEpsiIBAHE HA
BPEME Ca [UTbXXHMU:

Nnpyv NofaBaHe Ha 3asBKWM 3a U3[aBaHe Ha e/IeKTPOHEH BpeMeBMu nedvar
[la cna3BaT M3UCKBaHUATA Ha [locTaBumka 3a opMaTa M HauMHa Ha nojaBaHe
Ha 3asBKa;

npu noflyyaBaHe Ha W3JadeHUMs €NIeKTPOHEeH BpeMeBM reyat Ja
NpoOBepsT  BanMAHOCTT@ HA  eNeKTPOHHMA noanmc Ha OpraHa 3a
yOOCTOBEpsiBAHE HaA BpeMe MOoCpeACTBOM MpoBepKa B noaAabpXaHuTe OT
[locTaBuMKa CNUCbUKM C NpekpaTeHn 1 cripeHun ygoctosepeHnsa n CRL n OCSP;

Aa M3NbAHABAT  3aAb/DKeHusTa, onucaHn B llpakTuka npwm
npeaocTaBgaHe Ha KBanuguuupaHu yagocToBepuTerHu ycnyrm®.

5.4. Av/mknMa rpyka Ha [loBepsiBaljmuTte ce CTpaHu

JlnuaTta, KOUTO ce AoBepsBaT Ha KBaNUUUMPaHUTE YAOCTOBEPUTENTHUTE
ycnyru Ha [locTaBuvka, cnefga Aa nonarat Ab/HKMMaTa rpuxa, KaTo:

MMaT TEXHUYECKM YMeHUsl Aa Mon3BaT KeanuduumpaHaTa ycniyra 3a
yAOCTOBEpPSIBAaHE Ha BPeEME;
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NHhOPMMPaHK Ca 3a YCNIoBUATA, NpU KOUTO TpsibBa Aa ce AoBepsiBaT Ha
KBanuduumpaHnuTe yaocToBepeHus,, CbobpasHo MOAUTUKUTE, NPU KOUTO Ca
n3padeHn u npouesypuTe 3a M3BbPLUBAHWTE MPOBEPKM Ha MHdopMauusta oT
[locTaBumka, onMcaHn NogpobHO B HACTOALLMSA AOKYMEHT;

BanMAMpaT u3gageHn oT JocTaBunMka KBannuuMpaHu eneKkTpOHHM
BpEMEBM MeyaTM nocpeacTBoOM nybnvMKyBaHUTE [AaHHM 3@ CTaTyca Ha
yaoctoBepeHusitTa oT [octaBumka — CnmMCbKa Ha CNpeHuTe W npekpaTeHu
YAOCTOBEPEHUS;

ce osepsBaT Ha usgaaeHu ot JJoctaBumka KBannbuumpaHn enekTpoHHU
BpeMEeBM MeyaT CaMO aKO pe3ynTaTbT OT HanpaBeHUTe MpOBEpKM 3a
BaSINAHOCT € KOPEKTEH W aKTyasieH;

A W3BbPLIAT MpoBEpKa Ha NPWIOXMMOCTTAa Ha W3MNON3BaHWUTE 3a
Cb3aBaHe Ha BpeMeBus nevaT Kpuntorpadckm anroputmu;

5.5.0TKa3 OT OTFrOBOPHOCT

JIOCTaBYMKBLT HE OTroBapsl B C/lydanTe, KOraTo HacTbNUIUTe Bpeau ca
CNEACTBME OT HEBPEXHOCT, OTCbCTBME HA MOJIOXKEHA rPWdKa WM OCHOBHU
MO3HaHMS BbB BPb3Ka C paboTaTta C e/IEKTPOHHM BPEMEBU MevyaTh OT CTpaHa Ha
ABoHaTuTe Unu [JoBepsBaLIMTE Ce CTPaHW.

JloCTaBUMKbT HE HOCM OTrOBOPHOCT 3a Bpeau, HacTbnuAM nopaau
HECBOEBPEMEHHO MPEKPATABAHE U CIMPaAHE Ha YAOCTOBEPEHUS U MPOBEPKa Ha
CTaTyca Ha YyAOCTOBEpPEHUSI MOpaauM MpPUYMHM, KOUTO Ca M3BbH HEroBus
KOHTpOI.

JlJOCTaBUMKBLT HE HOCKM OTrOBOPHOCT MPW M3MOM3BAHE HAa YAOCTOBEPEHUE
U3BbH NpeaennTe Ha nNpeAHa3HaAYEHNETO U OrpaHWYEHMATa 3a MON3BaHe,
BKJIIOUEHM B HETO.

JloOCTaBUYMKBLT HE HOCKM OTFOBOPHOCT 3a HapyluaBaHe Ha rnpaBa Ha TpeTu
nMua No OTHOLWIEHME HAa TeXHW TbProBCKM MapKu, TbProBCKM HaMMEHOBAHMS
WA ApYrM UMYLLECTBEHW WM HEMMYLLECTBEHW NpaBa, Korato MHdopMaums,
CbAbpXKalla ce B U3JafeHN YAOCTOBEPEHUS, € JoBeNa A0 TakMBa HapyLleHus.

[lOCTaBUMKLT HEe OTroBOps 3a MPEeKM WAN KOCBEHW, MpeaBuauMU UIn
HenpeasnanMmn Bpean, HaCtonnan BCJIEACTBME OT U3MOJI3BAHE UJTU AOBEPSABaHE
Ha CrnpeHn, npekpaTeHn nin C U3TEKbJ1 CPOK Ha Ba/IMAHOCT yAOCTOBEPEHUA.

[lOCTaBUMKLT He OTroBaps 3a HayMHa Ha MON3BaHe W 3@ TOYHOCTTa,
AdBTEHTUYHOCTTA W Nb/IHOTATa Ha VIHd)OpMaLlVIFITa, KOATO € BKJ/HOYEHaA B
TECTOBWU, 6e3nnatHu nnm OEMOHCTPALMOHHN YOOCTOBEPEHNUS.

[l0CTaBYMKBLT He OTroBaps 3a CUryYpHOCTTA, LIesIoCTTa M U3MOMA3BAHETO Ha
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codTyepHUTE NPOAYKTU M XapAyePHWU YCTPOMCTBA, M3MNOoN3BaHn oT ABoHaTh Unm
[loBepsiBally Ce CTpaHM.

5.6.0rpaHuyYeHne Ha OTrOBOPHOCTTA Ha [locTaBuMKa

MakcuManHua NUMUT Ha obe3lleTeHne B paMKUTE Ha  KOWTO
JlocTaBYMKbBT OTroBaps 3a NPETbPrEHN Bpeaun Nnpu Non3BaHETO Ha M34aAeHO OT
Hero KBanuduuUMpaH eneKkTpoOHEH BPEMEBM MeYaT € B pa3Mep Ha MaKCUMasTHUS
NIMMUT OonpeaeneH CbIrMacHO HaLUMOHAMTHOTO 3aKOHOAATENCTBO.

5.7.KomMmneHcauum 3a [loctaBuMKa

BbB BCMUKM C/ly4an Ha HeEM3MbJIHEHME Ha 3aAb/HKEHMATa OT CTPaHa Ha
A6oHaTa npomsTnyawm oT lNpakTukata 3a NpeaoCTaBsAHE Ha KBanuduumpaHu
yAOCTOBEPUTENHN  yCcayr  u/unn  oT  [loroBopa 3a  KBanuduuupaHu
YAOCTOBEPUTENHN YCITyrK, [JOCTAaBUYMKBLT LE aHraXXupa OTrOBOPHOCTTA Ha
AboHarTa.

6. W3NCKBAHUA KbM OPIrAHA 3A YAOCTOBEPSABAHE HA
BPEME

[locTaBuMKa rapaHTMpa, 4e OCuUrypsiBa MeXaHu3MM 3a KOHTPON Ha
AerHocTTa Ha OpraHa 3a yAoCToBepsiBaHE Ha BpeMe, KOETO MO3BOJSABA Aa Ce
npenoctaBa KeanudwuumpaHa YAOCTOBEpPUTENIHA YCyra B CbOTBETCTBME C
pa3nopeabvte Ha HacTosiwaTta NoauTuKa.

Bcuukn cbbutmss B cuctemata 3a yOOCTOBepsiBaHE Ha Bpeme ce
3anuceat noA dopmMaTa Ha CUCTEMHU >KypHanu, KOUTO ce apxuBupaTt W
CbXpaHsiBaT MO CUrypeH HayuH. [locTbhna [o >KypHanuTe uMMaT camo
OTOPU3NPaHN 3a TOBa CIYXUTENMN.

JlocTaBumKbT CbbntoaaBa B CBOSITA AEMHOCT MOMWUTUKA HA ynpaBfieHue v
Ha YynpaBfeHWe Ha nepcoHana, ocurypsisawia HeobxoaumaTa rapaHuus 3a
[OBEPEHOCT M CTABMMHOCT MpW U3MbJAHEHWME Ha BCUYKM MOETU OT HEro
3a4b/DKEHMSE W KOMMETEHTHOCT 3@ M3BbpLIBAHE Ha [JAeNHOCTTa Ha
KeanuduumnpaH [oCTaBuvMK Ha YAOCTOBEPUTENHW YCIYrM B CbOTBETCTBME C
nsmckeanmaTa Ha PernameHT (EC) 910/2014 1 npunoXxmMMoTO 3aKOHOAATENCTBO
Ha bbnrapus.

Onucannte B InfoNotary Qualified CPS npoueaypu, cCBbp3aHu C
AENHOCTTa Ha YaoctoBepsiBaliMsi opraH Ha [locTaBuvka, Ce M3Mb/HSBaT B
CbOTBETCTBUE C pa3paboTeHn BbTPELIHM NpaBuna U AOKYMeHTM Ha [locTaBuuka.
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Bcnukn nuua ot nepcoHana Ha [loctaBumka noAanmMcBaT Aekapaums 3a
nvncaTa Ha KOHMIMKT Ha WMHTepecu, Cna3BaHe Ha KOHMWUAEHUWMAnHOCT Ha
MH(OPMaLMATA U 3alLMTa Ha JIMYHUTE AAHHW.

J[loCTaBUMKbBT OCMrypsiBa ABOEH KOHTPOJ 3@ BCUUKWU KPUTUYHU (DYHKLMM
Ha YA0CToBepsiBaLLMS OpraH.

3a onpeaenexu AENHOCTH [lOCTaBUMKBLT MOXe [Aa MOoN3Ba M BbHLUHU
nuda.

7. TNPAKTUKA WU NPOLUEAYPU HA OPrAHA 3A
YAOCTOBEPSABAHE HA BPEME

Mpoueagypute M MexaHM3MUTE 3@ KOHTPON Npu NpedocTaBsHe Ha
KBanuduumpaHata ycnyra 3a YOOCTOBEpPsSBAaHE Ha BpeMe ca OnucaHu B
fOKyMeHTa  ,[lpakTuka npwu npegoctaBsHe  Ha KBanudunumpaHm
yaocrtoBeputenHu ycnyru® Ha NHdoHoTapu EA/.

[leiHocTuTe no ynpaeneHue, noaAbp)XaHe W YCbBbPLIEHCTBAHE Ha
ycnyruTte, npeaoctaBsHM OT OpraHa 3a YAOCTOBEpsiBaHE Ha BpeMe ce
M3MbHABAT B CbOTBETCTBME C W3WCKBAHMATA Ha WMMNEMEHTUpaHaTa B
NHboHoTapu EALl cucTeMa 3a CMrypHOCT Ha MHdopMaumaTa no craHgapta ISO
27001:2013

7.1. 1OCTBNHOCT Ha ycnyraTta

O6WmMTEe NpaKTUKM MO MPEAOCTaBAHe Ha KBanuduumMpaHaTa ycnyra 3a
YOOCTOBEpSIBaHE Ha BpeEME Ca OMUCaHW B JOKyMeHTa ,llpakTuka npu
NpefocTaBsHe Ha KBanuduumMpaHu yaoocToBepuTenHu yciyr® Ha MHdboHoTapu

EALL

3a ocurypsiBaHe Ha KayecTBeHa W AOCTbMHA YCyra, BCUYKU CUCTEMHM
KOMMOHEHTM W  KOMYHMKALUMOHHA CBbP3aHOCT Ca  MWHWMYM  [OBOWHO
pesepBupaHn. M3rpageHn ca  UMHDPACTPYKTYypuM 3a OCUrypsiBaHe Ha
HenpekbCHATO 3axpaHBaHe, 6a3mMpaHM Ha HenpekbCBaeMWU enekTpo3axpaHBallm
yctporictBa (UPS) 1 aAn3enoBu reHepaTopy Ha enekTpo3axpaHBaHe.

7.2.YnpasB/ieHue Ha XU3HEHUS LUMKDb/1 Ha ABOMKaTa
KJIIOYOBe Ha OpraHa 3a yJoCTOBepsiBaHe Ha BpeMe

7.2.1.FeHepupaHe U MHCTaNauua Ha ABOMKaA KJIIOUOBEe

JloCTaBuUMKBLT 3aliMTaBa COOCTBEHUTE CM YACTHW KIIKOHOBE Cbr1acHo
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pa3nopeabvte Ha HacTosiaTta NpakTuka.

[l0CTaBUMKBT M3MNON3Ba MEXAMHHUTE U OMNEepaTUBHUTE YACTHWU K/IHOYOBE
3a noanuceBaHe Ha YOocToBepsiBalMs OpraH camMoO 3a MNoAMUCBaHE Ha
yooctoBepeHmst 1 CnNUcbUM Ha CNPEeHn U rnpekpaTeHn yaoCTOBEPEHUS! CbINacHo
Nno3BOJIEHATA YI'IOTDE6a Ha TE3UN K/IK0HOBE B HACTOALLNA JOKYMEHT.

JlOCTaBUMKDT LLE Cce Bb3abpyka OT ynoTpebaTa Ha YaCcTHUTE CU KJIOYOBE,
MoN3BaHM OT YAOCTOBepsiBallMsi opraH, OT ynoTpeba W3BbH NpeaenvTe Ha
AENHOCT Ha YA0CTOBEPSBALLMS OpraH.

7.2.2.TeHepupaHe Ha YacCTeH KJ1l04 Ha YaocToBepsaBallyma
opraH Ha [locTtaBuMKa

3a reHepupaHe M MHCTaNauuMsi Ha  4YacTHUTE  KJ/OYoBE Ha
YpaocTtoBepsiBalmsa opraH oCTaBYUMKBbT M3M0M3Ba CUCTEMA C HaW-BUCOKA CTEMEH
Ha HaOeXAHOCT W CUIYPHOCT, CneaBalikM  [JOKYMEHTMPaHa BbTpellHa
npoueaypa.

3a reHepvpaHe 1 non3BaHe Ha YaCTHUTE KJI0YOBE Ha YA0CToBepsiBaLLUS
OpraH ce M3rnon3eaT XapAyepHWU 3alUTHU MOAYM, cepTUdUUMPAH Ha HMBO Ha
curypHocT FIPS 140-2 Level 3, CC EAL 4+ unun no-B1COKO.

OcCblLUECTBABAaHETO Ha [OKYMEHTMpaHaTa npoleaypa Mo reHepupaHe u
MHCTanupaHe Ha 6a3oBaTa (root) ABOVKa K/lOUYOBE Ha YAOCTOBEPSIBALLMS OpraH
Ha [locTaBuYMKa ce M3BbPLUIBa OT OTOPU3NpPaH 3a ToBa CyXWTen Ha [locTaBymKa
M B TMPUCbCTBMETO Ha uneHoBeTe Ha CbBeTa Ha [AMPEKTOpUTE Ha
“"MHOOHOTAPN" EALL.

CeKpeTHUTE YacT Ha 6a30BMSi 4YaCTeH KJIOY, KaKTO M Ha BCUYKM
OnepaTBHM YacTHM K/IOYOBE Ha Y[OCTOBEpSIBALLMSA OpraH Ce pasnpeaensT,
CbXpaHsiBaT Ce M Ce MNpeacTaBAT Mpu HeobXoAMMOCT 3a MoN3BaHe OT
OTOpu3MpaHu oT [locTaBuMKa 3a ToBa Mua.

[JonbnHuTenHarta 3awmTta oT KOMMPOMETUPAHETO U HENO3BOJIEHOTO
NoN3BaHEe Ha YacTHUTE K/T0YOBE Ha YAocToBepsaBalLumMA opraH Ha [loCcTaBuuKa e
rapaHTMpaHoO OT OCbLUECTBABAHA OT [locTaBuMKa OOMbAHUTENHA MOJIUTUKA Ha
KOHTPOJ/1 Ha AOCTbI:

A0 YNPaB/EHNETO Ha XapAyepHUs MOAyN NOCPEACTBOM CEKPETHM AaHHM,
AOCTBMHM CaMo 3a OTOPU3MPaHN NnLa;

KOHTPON Ha [AOCTbNa 3a YMpaBfieHME W TMON3BaHe Ha 4YacTHUTe
OMNEpaTMBHM KJIKOYOBE Ha YAOCTOBEpSBAWIMA OpraH MNOCPEACTBOM OTAENHM
CEKPETHW AaHHW, AOCTLMHU CaMO 3a OTOPU3MpPaHM Nnua.
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7.2.3. JocTtaBka Ha lNy6nnuyHus KN4y Ha YaocToBepsiBalms
opraH A0 AoBepsBalyUTe Ce CTpaHu

MybnnyHnTe KIOYOBE Ha YaocToBepsiBawms opraH Ha [ocTtaBumka ca
nybAnM4yHO [AOCTbNHM B  WMHTEPHET nopTana Ha [octaBuvMka Ha aapec:
http://www.infonotary.com.

7.2.4. Qb/mHKNHA Ha KNloYoBeTe

AbmKMHaTa Ha 4YacTHMSl KoM Ha 6a30BOTO YAOCTOBEPEHME Ha
YpoctoBepsiBaly opraH — InfoNotary TSP Root CA e RSA - 4096 bits.

AbmKMHaTa Ha 4YacTHUMA KN4 Ha onepaTUBHUTE YAOCTOBEPEHUS Ha
YpoctoBepsiBaly opraH RSA - 3072 6ura.

7.3.3aumTa Ha YaCTHMA K104 U TEXHUYECKU KOHTPOJ1 Ha
KpunTorpadpckus moayn

7.3.1. Cranpgapti Ha kpuntorpadgpckua moayn

YpaocToBepsiBaWmAT opraH Ha [locTaBuMKa MOA3Ba CUMYPHU U HafeXAHM
XapAyepHu Kpuntorpadckn Moayn, NOKpUBaLLUM HOPMATUBHUTE U3UCKBAHUS.

XapayepHuTe kpuntorpadckun mMoaynu, Kouto [oCTaBYMKbT M3MN0M3Ba 3a
CbXpaHEeHMEe Ha 4acCTHMTE K/KYoBe Ha YAOCToBepsBalUMs OpraH, ca
cepTMduUUMpaHn 3a BUCOKO HMBO Ha CUIYPHOCT U HagexaHocT no FIPS 140-2,
Level 3, FIPS 140-1 Level 2, CC EAL 4+ unu no-B1UCOKM.

7.3.2. KOHTpON Ha CbXpaHEeHMeTOo U NoJsi3BaHeTo Ha YacTeH
K104

EQHOBpeMeHHO C npoueaypaTa Mo FeHepUpaHe W WHCTanupaHe Ha
KNOYOBETE HA YAOCTOBepsiBalMsi OpraH Ha /[locTaBuMKa Ce M3BbpliBa U
NpoLeaypa Nno CbXpaHsiBaHEe Ha YacTHUTE KIOYOBE U TAXHOTO apXMBMpPaHE.

CekpeTHUTE 4acTuM 3a A0CTbN A0 6a30BUSA YacCTeH KNKO4Y, KakTo U Ha
BCMYKM OMNEPATMBHM YaCTHUM K/OYOBE Ha YAOCTOBEpsBalUMA OpraH ce
CbXpaHABaAT NOAENEHN BbPXY CMApT KapTu, 3awmTtenu ¢ MNUH.

[MpenocraBaAHETO Ha NoOAENeHUTE 4YacTM Ha OTOPU3MPAHUTE 3a TAXHOTO
CbXpaHeHNe U npeactaBaHe inla ce AOKYMEHTUPaA NMUCMEHO.
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7.3.3. CbxpaHeHue Ha YacTHUTe KJ/1rouoBe

YacTHuTe KknoyoBe Ha YOocToBepsiBallmTe opraHu Ha [locTtaBuvka ce
cbxpaHsBaT Hardware Security Modul (HSM) B kpuntupaH Bug, kato 3a
AEKPUNTMPAHETO ca HEOOXOAMMM CEKPETHUTE YacTu 3a AOCTbM A0 KIIKYOBETE,
KOWTO Ca NoAeneHn 1 Ce M3MNoN3BaT caMo OT OTOpU3MpaHWTE 3a TOBa nua, Npu
Hannume Ha HeobxoauMM KBOpPYM OT noHe 2 oT 4 nuua. CvbnopgasaHata oOT
[ocTaBunka npoueaypaTa Mo CbXpaHEHWE Ha YaCTHUTE KIKOYOBE, BKIIOYBA U
npoueaypata npyM Bb3CTAHOBSIBAHE Ha YacTHUTE K/IYoBe 3a paboTta B
pe3epBeH TeXHUYEeCKN LeHTbp, NocpeacTBoM pesepBeH HSM npu cna3saHe Ha
CblUMTE M3NCKBAHWS 3a CrOAENEHO MOM3BaHe Ha CEeKpeTHWUTE 4acTu 3a AOCTbMN
[0 K/TIOYOBETE OT OTOPM3MpaHK 3a TOBa /ML U B onpeaesnieHns KBopyMm 2 oT 4.

7.3.4. ApxuBMpaHe Ha YacTHUTe K/1lo4oBe

[locTtaBumKka apXuBupa BCUYKU CBou YaCTHU KJ1lo4oBe Ha
YpaocrtoBepsBawuTe opraHn M rm CbXpaHsasa 3a nepuod ot 10 roguHu cnea
N3Tn4aHE Nnepmoaa MM Ha BaJIMAHOCT UIKN cnef TAXHOTO NpeKpaTsaBaHE.

ApXvBMpPaHETO Ha K/IH4YOBETE Ce M3BbpluBa OT OTOpPM3MpaHM 3a TOBa
cnyxurtenun Ha [loctaBumka.

7.3.5. lNpexBbpnsiHe Ha YaCTHUTE K/1IO4OBE B U OT
Kpuntorpadpckusa Mmoayn

JlocTaBumMka reHepupa M CbXpaHsiBa BCUMUKM CBOM YACTHWU K/KOYOBE Ha
YpaocTtoBepsiBalmMTe opraHuM BbB XapayepeH kpuntorpadcku moayn (HSM) B
KpUNTUpaH BWfA, KaTO MPEXBbP/SHETO MM MOXe Aa 6bAe HanpaBeHO caMo B
APYro Kpuntorpadcko YCTPOMCTBO B KPUMNTMPaH BMA, NPV Cra3BaHe Ha
cneunanHa npoueaypa 3a ToBa, OT OTOPU3MpaHM 3a UenTa CAyXUTenu Ha
[locTaBunka 1 Npu Non3BaHe Ha cnojesnieHuTe npasBa 3a AO0CTbN A0 CEKpeTHUTE
[AaHHW.

MNpexBbpnsiHe Ha 4YacTHUTE Ko4YoBe Ha [locTaBumka Moxe Aa 6bae
N3BbPLUEHO NpU HEOHXOAMMOCT OT Bb3CTaHOBsBaHe crel aedektupaHe Ha HSM
VAW HagrpaxaaHe Ha TeXHOOrMYyHaTa MHGpPaCcTpykTypa Ha [locTaBumka.

7.3.6. AKTMBMpaHe U fleaKTUBMpPaHe Ha YacTHM K/1ro4oBe

YacTHuTe KoYvoBe Ha [locTaBuMKa ce aKTUBMPAT B 3aBUCMMOCT OT TWMNa
Ha TsiXHaTa ynoTtpeba.

YacTHMs KoY Ha 6a30BOTO YAOCTOBEPEHME HA YAOCTOBEPABALLMS OpraH
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(root CA) ce cobxpaHsiBa peaktusuMpaH B pexum offline” Ha oTaenHo
kpunTorpadcko yctponctBo HSM u ce akTMBMpa no cneuuanHa npoueaypa oT
OTOpM3MpaHM 3a TOBa Nvua, NpuTexasaluM MNOAEeNeHn npasa 3a AO0CTbM A0
CEKPETHUTE [AS/I0BE M B KBOPYM 2 OT 4 nuMua W BCUYKM AEUCTBUS Ce
AOKYMEHTMpaT U NasqaT B apxmBa Ha [loctaBymka. YacTtHua knod Ha Root CA ce
aKTUBMPaAH 3a WU3Mb/IHEHWE HAa MOAMNWCBAHE Ha HOBOM3AAAEHW YyAOCTOBEPEHMUS
Ha OnepaTuBHWM YyAOCTOBEpSBALUM OpraHM W ynpasfieHWEe Ha Be4ve u3gajeHwu,
BK/TIOYBALLO MOAMUCBAHE HA CNMUCBbUM C MPeKpaTeHN U CNpPeHn yAOCTOBEPEHUS
CRL.

YacTHuTe kaouoBe Ha OnepaTvBHUTE YAOCTOBEpsIBalLM OpraHu ce
CbXpaHsiBaT M NonseaT B KpunTtorpadcko yctpoinctBo HSM akTuBMpaHu, KaTto
Npy TAXHOTO aKTMBUPAHE U AeaKTUBMPaHe Ce CrnasBa CreuuanHa npoueaypa ot
OTOpPU3MPAHM 32 TOBa NMLA, NPUTEXABALLM MOAENEHU MpaBa 3a AOCTbM A0
CEKpETHUTE [AsN10BE M B KBOPYM 2 OT 4 NvU@ WM BCUYKM [EUCTBUSI Ce
AOKYMEHTMPAT M Na3saT B apxuBa Ha [ocTaBuumka.

7.3.7. YHULL0)XaBaHe Ha YacTHUTe KJ/1rouoBe

YacTHMTE KIoyoBe Ha [JloCTaBUMKA Ce  YHWLLOXaBAT  CbI1acHO
npoLeaypaTa Mo YHULLOXaBaHEe Ha YacTHUTE K/IYOBE Ha YAocToBepsBalUA
opraH Ha [locTaBuMKa NMpu U3TUYAHE Ha nepuoaa Ha TAXHaTa BanWMAHOCT OT
OTOPU3NPAHM 33 TOBA CIYXUTENN Ha [JoOCTaBUMKa.

Mpoueaypata rapaHTUpa OKOHYAaTENHOTO WM YHULIOXABaHe W
HEBb3MOXHOCTTA 33 TSAXHOTO Bb3CTAHOBSIBAaHE W Mon3BaHe. [lpouechbT Mo
YHULLOXaBaHe Ha K/TIOYOBETE Ce IOKYMEHTUPA M CBbp3aHUTE C TOBa 3anucu ce
CbXpaHABAT B apxuBa Ha [locTaBuumKa.

7.4.Apyrn acnekTu OT ynpaBJ/IeHUeTO Ha ABOMKaTa KJII04YOBe

7.4.1. ApxuBupaHe Ha lNy6nunuyeH knouy

JlocTaBuMKa apxmBMpa BCUYKM CBOM MyOIMYHK KIKOUYOBE M M CbXpaHsiBa
3a nepwog ot 10 roavHu cnea vM3TMyaHe nepuoaa UM Ha BanuAHOCT Unu cnea
TSIXHOTO MpeKpaTsBaHe.

7.4.2.Nepuoa Ha BaNnMAHOCT Ha YAOCTOBEpPEeHUe U nepuon
Ha ynoTpe6a Ha ABOMKaTa K/1I04Y0Be

JlocTaBuMKa M3aaBa KBaNM@UUMPaHW YAOCTOBEPEHUSI 3@ ENIEKTPOHEH
NOANWC, 33 KBaNMMULMPaH €NEKTPOHEH MeYaT, 32 aBTEHTUYHOCT Ha yebcalT Ha
KpalHW NOoTpebuTenu C onpeaeneH Nepuoa Ha BafMAHOCT, KOMTO € BrucaH B
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CbAbpP>XKaHUETO Ha YAOCTOBEPEHUETO.

YpaoctoBepeHudaTa usgaBaHn OT YA0CTOBepsBaLLmMA opraH Ha [loctaBuunka
3a 6a30Bus NybnAnyeH KoY 1 onepaTMBHUTE NybAMUYHM KIOHOBE Ce u3aaBsaT C
orlpefieNieH nepvoA Ha BaNMAHOCT, KOWTO € BMUCaH B CbAbpXXaHWETO Ha
YOOCTOBEPEHMETO.

Mepuoaa Ha BanMAHOCT Ha YIOCTOBEPEHMETO € M Nepuoj Ha BanuaHOCT
Ha ynoTpebaTa Ha [1BOVKAaTa K/IlOUYOBE CBbP3aHU C HErO.

Cb3naBaHeTO Ha NoAanuMcy NOCPeACTBOM MOJI3BAHETO HA YacCTeH KoY Ha
YAOCTOBEPEHNE C U3TEKDJT NEPUOA Ha BaJIMAHOCT € HEBANUAHO.

7.5.laHHM 3a aKTUBUpaHe

[locTaByMKa 3anuceBa Ha CUrypHU HOCUTENIM U apXMBMpa C BMCOKO HUBO
Ha 3alluTa [AaHHUTE 3a aKTuBUpPaHE, CBbP3aHM C 4YACTHUTE KI/HOYOBE Ha
YaocrtoBepsiBalmnsa opraH u AEVHOCTMW.

7.6.KOHTpON Ha KOMNIOTbPHaTa CUI'YPHOCT

7.6.1. CneuncdnyHM M3NCKBAHMS KbM KOMMIOTbpPHaTa
CUT'YPHOCT

[loCTaBUMKbT oOcurypsiBa M M3MNon3Ba npoueaypn v MeTtoaM 3a
yrnpaB/ieHWe Ha CUIYpPHOCTTa Ha MON3BAHOTO TEXHMYECKO W TEXHOMOrMYHO
obopyaBaHe B CBOsITa MH(MPACTPyKTypa B CbOTBETCTBME C oblonpuetn
MEXAYHapOoAHW CTaHAApPTM 3a YynpaB/ieHNe Ha MHMOPMauMOHHATa CUIYPHOCT.
[lOCTaBUMKBT OCUrypsiBa M MpoBeXAaHe Ha  WM3MUTBAHMS M MPOBEPKM Ha
TEXHNYECKOTO 060pyaBaHe M TEXHONOrMMTE NOCPEeACTBOM METOAMKA 3a OLEeHKA
Ha curypHoctTa, 6a3upaHa Ha pa3paboTeHaTa kbM cTaHgapta ISO Standard
15408 obwia MeToaMKa 3a OLeHKa Ha CUrypHOCT.

YnpaBneHMETO Ha KOMMIOTbPHUTE CUCTEMU, HA KOMTO PaboTAaT BCUUKM
KPUTUYHU KOMMOHEHTN OT MHMPACTPyKTypaTa Ha [ocTaBuMKa B OMepaTuBEH U
pe3epBeH LEHTbp, Ca OCUrypeHu 3a 3aliuTa Ha [ocTbrna Ao codTyepa M
MH(OPMALMOHHUTE AAaHHM Ce WU3MbJIHSBAT B CbOTBETCTBME C MONMTMKATA 3a
MHOPMALIMOHHA CUIMYPHOCT Ha [JoCTaBumKa.

[pyXecTBOTO € BbBE/NI0O CUCTEMA 3a YMpaB/ieHWe CUrypHoOCTTa Ha
nHpopmaumaTa ISO/IEC 27001:2013 v nsebpluBa YNPaBIEHUETO Ha CUIYPHOCTTA
Ha NON3BAHOTO TEXHWYeCKO W TeXHONorM4yHo obopyaBaHe B CBOATa
NHPaCTPYKTypa B CbOTBETCTBME CbC CTaHAApTA.
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7.6.2. PEUTUHIr Ha KOMNIOTbpPHATa CUI'YPHOCT

CTeneHTa Ha HaAEXAHOCT Ha M3Mon3BaHMTe OT [oCTaBuMKa TEXHMYECKO
obopyaBaHe, TEXHONOrMM U CUCTEMWU MOKPUBA HOPMATMBHUTE M3MCKBAHMA 3a
M3BbpPLIBaHE Ha AEMHOCT KaTo [JOCTaBYMK Ha YAOCTOBEPUTENTHM YCIYrn U ce
onpeagens B CbOTBETCTBME C [onMTuKaTta 3a MHMOPMALMOHHA CUIYPHOCT Ha
NHboHoTapu EAL

7.7. TeXHN4YEeCKMUAT KOHTPOJ1 Ha YXU3HEH LIUKDbJ

JOCTaBUMKBLT OCUTYPSBA Mb/IEH TEXHUYECKM KOHTPO BbPXY >KU3HEHMS
LIMKB/ HA CUCTEMUTE, NMOCPEACTBOM KOUTO CE MPEAOCTaBAT YAOCTOBEPUTENTHUTE
ycnyru ot JocTaBumka.

BbB BCMUKKM CTaaum OT U3rpakaaHeTo M ekcrnioataumusita Ha cuctemmuTe
ce cnaseaT npoueaypu u npasunia, ONUCAHM BbB BbTPELHW LOKYMEHTUM Ha
[ocTaBuuka.

Pesyntatute OT TeCToOBETE Ce AOKYMEHTUPAT U CbXpaHsBaT B apXuBa Ha
[loctaBumka.

7.8.KOHTpPON Ha CUrypHOCTTa Ha MpeXxaTa

[loCTaBUMKBT NoaabpXXa BMCOKO HUMBO Ha CUIYPHOCT Ha MpeXaTa CU U
CpeacTtBa 3a OTYMTAHE Ha HEMO3BOJIEH AOCTbI.

8. KBAJINOULIMPAHA YOOCTOBEPUTEJIHA YCINYIA 1O
YAOCTOBEPSABAHE HA BPEME

JocTaBumkbT npepoctaBs Ha  AboHatuTe cM ycayrata  no
yAOCTOBEpsiBaHe Ha BpeMe, KaTo u34aBa KBanuduumMpaHu enekTPOHHN BpeMEBU
neyaTw.

EnekTpoHHMS BpemMeBM Me4yaT ca [AaHHM B €feKTPOHHa (opMa, KOUTO
CBbP3BaT ApPYrv AaHHW B €1EKTPOHHA (hOpMa C KOHKPETEH MOMEHT BbB BPEMETO
W NpeacTaBnsBaT A0Ka3aTesICTBO, Ye MOCIeAHUTE AaHHM Ca CbLUeCTByBaiu B
CbOTBETHUSI MOMEHT.

EnekTpoHHMs BpeMeBM nedyaT u3gageH ot [locTaBuMKa yOoOCTOBeEpsBa
AaTa M Yac Ha npeacTaBsHe Ha eNeKTPOHEH AOKYMEHT, MoAnucaH C 4YacTeH
KoY, CbOTBETCTBAW, Ha NybnuMyHMS KoY, BK/OYEH B YAOCTOBEpeHMe 3a
KBanuduumpaH enekTpoHeH Noanuc, nsgageHo ot JocraBunka. KesanuduumpaH
eNeKTPOHEH BpeMeBW MeyaT ce nsgasa Ha (U3NYECKU M Ha IOpUANYECKN Nnua,
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KOMTO Ca TUTYNSpY UK ca AOoBepsiBalla ce CTpaHa.

[leiHocTuTe No yAOCTOBEpsIBaHE Ha BPEME M OCUTYpsiBaHE Ha HE3aBUCUM
M3TOYHWUK Ha BPEME Ce U3MbJIHABAT CaMOCTOATENHO OT [locTaBuMKa.

Cucrtemata Ha [loctaBumKa, ocurypsisalla yAOCTOBEPSIBAHETO Ha BpeMe
InfoNotary Qualified TimeStamping Service e pa3spaboTeHa u ycnyrute ce
npepoctaeaT cbrnacHo PernameHT (EC) N2 910/2014 n B Nb/IHO CbOTBETCTBUE C
ETSI EN 319 422, ETSI TS 119 421, IETF RFC 3161 n IETF RFC 5816 n ETSI TS
102 023 v.1.2.1 (2003-01) Policy Requirements for time-stamping authorities.

8.1.1.Mpoueaypa no npeaocraBsHe Ha ycjyraTa
yAoCTOBepsiBaHe Ha BpeMme

Cucrtemata Ha [JoctaBumka, ocurypsisalla yaoCToBepsiBAHETO Ha Bpeme
InfoNotary Qualified TimeStamping Service npnema 3asiBkv1 1 Bpblla OTrOBOPK
BbB ¢opmaT, aedpuHmpaH ot RFC 3161 - ,Internet X.509 Public Key
Infrastructure - Time-Stamp Protocol".

N3paBaHuTe kBanuduumMpaHn enekTpoHHU Bpemesu nedatu (time stamp
TOKbHM) ca cbBMecTMMM ¢ RFC 3161. Ycnyrata u3gaBa RSA 2048 6utoBM
KpunTupaHu ¢ anroputbM SHA-256 ynoctoBepeHusi 3a BpeMe.

B 3asBKaTa € HeobX0AMMO Aa Ce CbAbPXKa Xell Ha ENEeKTPOHHUA NMOoANKUC
Ha AOKYMEHTa, YMEeTO BpemMe Ha NoAnMuCBaHe Ce YAOCTOBEpsiBA, U BeEpcUsl Ha
3asBKaTa.

OnunoHanHoO MoXe Aa CbAbpKa M 3asiBKa 3a BKJ/IOYBAHE B OTroBOpa Ha
noAnMCBaLLOTO YAOCTOBEpeHWe 3aefHO C Bepurata OT YAOCTOBEPEHUSA Ha
YaocTtoBepsaBalma opraH.

3asBKaTa 3a YAOCTOBEpPsiBaHE Ha BpeMe MOXe f[a Cce reHepupa 4pes
cneumannsnpan KnneHtckms codptyep Ha “MIHOOHOTAPU” EAL.

KBanuduumnpaHns enekTpoHeH BpemeBW neyaT (TOKbH), u3gaBaH OT
[locTaBumnKa, 3aBepsiBa TOYHATa AaTa M Yac, B KOUTO KIIMEHTCKUAT eNeKTPOHEH
[AOKYMEHT e peructpupaH B TimeStamp cbpBbpa Ha [ocTtaBumnka. U3gapeHuTe
BpPEMEBW NevyaTu ce 3anMcBaT B perncrbpa Ha [locTaBumka.

TOYHOCTTa, C KOSITO Ce Wu3daBaT €flIeKTPOHEH BpeMeBM neyaT oT
[ocTtaBuuka, e +/- 500ms (nonosuH cekyHaa) unm no-gobpo cnpsmo UTC.

KBanuduumpaHns enekTpoHeH BpemeBWn neuyaT (TOKbH), M34aBaH OT
JlocTaBumKa, CbAbpXXa ClIeAHUTE eNEMEHTU:
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CTaTyC — U410 4MCNO, MOKasBawo JAasv MOAMUCBAHETO € MWUHANo
yCneLwHo;
BEPCUS Ha yOOCTOBEPEHMETO 3a BpeMe (Bepcus 1);
X€ell-a Ha NoAnuca, KOMTO ce e CbabpXKasn B 3asiBKaTa;
nocneaoBaTeNneH yHUKaNeH cepmeH HoMep;
BpeMe Ha nognuceaHe no UTC;
naeHTudmnKauma Ha Timestamp yagoctoseputens — [locTaBymka.

YaocTtoBepeHusiTa 3a BpeMe Cce noanucBaT C YacTeH K4  Ha
[locTaBuMKka, npefHa3HayeH CaMO M  eAMHCTBEHO 3a Ta3n AeMHOCT OoT
onepaTtuBHus opraH InfoNotary Qualified TimeStamping Service CA.

OnepauuaTa no MOAMUCBAHE HA YAOCTOBEPEHMSATA 33 BpEMe Cce
M3BbPLUBA OT XapAyepeH 3alUTEH MOAYN C BUCOKO HMBO Ha HaEXAHOCT U
CUTYPHOCT.

CucreMaTta Ha [locTaBuMKa 3@ YAOCTOBEpSIBAHE HA BPEME € MOA PEXUM
Ha BMCOK KOHTPOS Ha (DU3MYECKU U TEXHOMOTMYEH AOCTbM M CE CbXPaHsBA B
CMELUMANN3MPAHO MOMELLEHME C KOHTPO/T Ha [OCTbMa Ha OTOpPU3MPaHu
CIYXXUTENN.

YcnyraTa 3a u3gaBaHe Ha KBanuduuupaHu enekTpoHHU BpEMEBM MneyaTt
€ [JOCTbMHA Ha http://ts.infonotary.com/tsa
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8.1.2. HezaBMCMM UM3TOYHMUK Ha TOYHO BpeMe

[locTaBuMKbT onepupa cobCTBeHa CuUCTEMa 3a OCUrypsiBaHe Ha
He3aBUCMM WM3TOYHMK Ha To4dHO BpeMe (Time Sinhronizator), noaabpXxaly

cnegHnTe NpoToOKONn:
> NTPv4 (RFC 5905)

» SNMPv1 (RFC 1157), SNMPv3 (RFC 3411-3415)

Cuctemata Cce  CUHXpPOHM3MpA 3@ TOYHOCT nocpeactsoM GPS u
CUHXPOHUM3aumna ot apyru NTP cbpBbpU.

9. nMpodcdunnu Ha TimeStamp

9.1.1. NMpocdunn Ha TimeStamp 3asaBkaTa

ATpmnbyT

CTOMHOCT

HTTP Content-Type

application/timestamp-query

Bepcus

1 (0x01)

3asBeHa NonnTuKa

Mpa3sHo unn 1.3.6.1.4.1.22144.3.4.1

9.1.2. NMNpocdunn Ha TimeStamp OTrosop

ATpubyr

CToMHOCT

HTTP Content-Type

application/timestamp-reply

CraTyc:

granted cbobpasHo RFC 3161;
grantedWithMods Cb0bpasHo RI?C 3161,
He ce Mona3Bea;
rejection cbobpasHo RFC 3161;
waiting cbobpasHo RFC 3161,

He Ce non3ea,
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cbobpasHo RFC 3161,

revocationWarning He ce noM3Ba:
I

BadAlgldentifier;
badRequest;
badDataFormat
timeNotAvailable
Bb3MOXHM FpeLKu: cbobpaszHo RFC 3161;
unacceptedPolicy
unacceptedExtension

addInfoNotAvailable

systemFailure

MonuTtuka 1.3.6.1.4.1.22144.3.4.1
Mapkep 3a BpeMe UTC, TekywoTo BpemMe oT GPS
MNpeunsHocT 0,5 cekyHau
CnncbK € yaocToBepeHuaTa Ha Cbabprxa Bepurata Ha usgatens Ha TSA
nspartens YAOCTOBEPEHUETO
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10. KOHTPOJ1 HA OBOPYABAHETO,NMPOLUEAYPUTE WU
YNPABJIEHUETO

10.1. PU3NYECKN KOHTPO

JOCTaBUMKBLT ocurypsia umsmyecka 3aliuTa M KOHTPO/ Ha [A0CTbNa Ao
BCMYKN KPUTUYHWM YacTW OT HeroBaTa MHGPACTPYKTypa, KOUTO Ca pasrofioKeHu
B HErOBW COBCTBEHU, MON3BaHM MO/ HAEM MUK NO AOrOBOP MOMELLEHMS.

NHdpacTpykTypaTa Ha YaoctoBepsiBalumMsi opraH Ha [loCTaBuuMka €
nornyeckn n @GuU3NYecKn oTaeneHa M He ce non3ea OT Apyrn OoTAenu wm
opraHusaummn Ha [loctaBumka.

10.1.1. Pa3nonoxeHne n KOHCTPYKLMA Ha NOMeLleHUATa

MoMeLleHNsATa, B KOUTO Ca Pa3noNIOKEHN KPUTUYHUTE KOMMOHEHTM Ha
cuCTeMaTa ca CneuuvanHo MpOeKTUPaHW, KOHCTpyMpaHu W o60pyaBaHW 3a
CbXpaHeHMe Ha BelM U MHbOpMaLUMa B YCNIOBUSATA Ha CTPOr MpOMnycKaTesneH
peXuM Ha JOCTb.

10.1.2. dusnyeckmn 4ocTon

JlocTaBuMKa OCUrypsiBa BMCOK KOHTPOS Ha AOCTbMNAa /[0 BCUYKU CBOM
noMeLLIeHNst U MHPOPMALIMOHHM PecypcH, Ype3 AEHOHOLLHA PpusnyecKa oxpaHa,
CUCTEMM 3@ ENIeKTPOHHOMPOMNYCKaTeNeH KOHTPOM Ha [AOCTbMa, CUCTEMM 3a
BUAEOHA6NOAEHNE, CUTHANHO-U3BECTUTENHM CUCTEMU U IIp.

MpoLeaypuTe 3a KOHTPO/ Ha [I0CTbMNa, KaKTO U CUCTEMUTE 3@ KOHTPON
Ha M3NYECKUs 1OCTbN — HAbMoAEHWE, NPOMNYCKBaHE U CUrHANHO U3BECTSIBaHE,
NOANEXAT HA NEPUOMYEH U UHLMAEHTEH OAUT U KOHTPOIT.

JocTbn A0 onpefeneHy NoMeweHns M MHGOPMaUMOHHM pecypcu Ha
JlocTaBYMKa MMaT CaMO OBMacTEHUTE fMUA OT MepcoHana Ha [locTaBumka,
KOMTO CTpOro cra3BaT W cneaBaT pa3paboTeHM BbLTPELHM npoueaypu 3a
nepcoHncuKaums, Bepudukaums u JOKYMEHTUPaHe Ha AOCTbMa.

10.1.3. EnektTpuuyecko 3axpaHBaHe U KZIMMaTUUYHU
ycnosus

[locTaBuMKa oOcCuUrypsiBa efeKTpu4ecKoTO 3axXpaHBaHe Ha LUAI0To

obopyaBaHe OT WHMpacTpykTypata Ha /[ocTaBuMka fJda € 3aluTeHO OT
NpeKbCBaHE Ha 3axpaHBAHETO C [AOMbJIHUTENHO OCUIYPEHO 3axpaHBaHe OT
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AybnvpaHu N3ToYHMUN.

[locTaBuMKa cnasBa BCUYKM U3NCKBAHUA OT CTpaHa Ha NMpou3BOAUTENUTE
Ha TEXHUYECKOTO CU o6opyp,BaHe no OTHOWEHNE Ha YCOIOBUATA 3a
CbXPaHEHMETO WM €eKCrJioaTaumndaTa My U OCUrypsiBa CpeEACTBA 3a KOHTPOJST U
noaabp>XaHe Ha HeobxoaMMUTE KNMMaTUYHK yCnoBus.

AHTEHHMTE cucTemMn, nons3eaHn oOT [locTaBumKa, ca cHabaeHn u
3alUTEHN CbC CUCTEMa 3a 3alllTa OT CBPbXHaAMNpPEXEHUE.

10.1.4. HaBogHeHue

[loCTaBUMKBT ocurypsiea cuctema 3a HabnogeHne n n3BecTsiBaHe npu
HaBOJAHEHME Ha MOMELLEHNATA CH.

10.1.5. NMpoTuBONOXapHO U3BECTAABaHE U 3alluTa

JloCTaBUMKbBT OCUrypsiBa CpeAcTBa 3a MPOTUBOMOXapHO M3BECTSBAHE U
cucTeMa 3a 3alMTa Npyu NoXXap B NMOMELLEHUSTA CU.

10.1.6. CpeacrBa 3a CbXxpaHeHMe Ha AaHHU

[OCTaBUMKBLT NON3Ba CUIYPHW CpeacTBa 3a (PU3NYECKO CbXpaHeHue Ha
AaHHWU N KOHMAEHUMANHa UHGopMaLuus, KaTo ceidoBe U MeTanHu Wwkadose ¢
pa3ninyHa CTerneH Ha 3alumTa.

10.1.7. N3BexxaaHe OT ynoTpeba Ha TeXHUUYECKHU
KOMMOHEHTH

[OCTaBUYMKBLT OCUrypsiBa MepKM 3a CUrypHOTO M3BeXaaHe oT ynoTpeba
Ha TEXHWYECKM KOMMOHEHTU M HOCUTENM Ha [aHHW W KOoHdMAeHuManHa
NHbopMaums.

10.1.8. Oy6nupaHe Ha KOMMNOHEHTHU

JoctaBumkbT  aybnvMpa  BCMYKM  KPUTUYHM  KOMMOHEHTM  OT
MHMpPACTpyKTypaTa Ha YAOCTOBepsiBalMsl OpraH, KakTo M Cpeactsa  3a
HabnogeHMs ¥ aBTOMATMYHO MOAMEHSI  KPUTUYHMUTE  KOMMOHEHTU MpU
HeobxoanMOCT.
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10.2. NMpoueaypeH KOHTpoOn

[locTaBumkbT cbbrtogaBa B CBOSITA AEMHOCT MOMTUKA Ha yrnpaBfieHne U
Ha YynpaBfieHWe Ha nepcoHana, ocurypsieawia HeobxoaumaTa rapaHums 3a
[OBEPEHOCT M CTAbMNHOCT MpW U3MbJHEHME Ha BCUYKM MOETU OT HEro
3a4b/DKEHMS M KOMMETEHTHOCT 3a WM3BbpLWBAHE Ha [AENMHOCTTa Ha
KeBanuduumpaH [locTaBuMK Ha YAOCTOBEPUTENHW YCNYyrM B CbOTBETCTBME C
nanckeanmaTa Ha PernameHt (EC) 910/2014 » npunoXuMoTO HaUWOHANIHO
3aKOHOAATENCTBO.

Onuncannte B InfoNotary Qualified CPS npoueaypn, CBbp3aHu C
AEVHOCTTA Ha YaocToBepsiBaluMs opraH Ha [locTaBuMka, Ce W3Mb/HSBAaT B
CbOTBETCTBUE C pa3paboTeHn BbTPELLUHM NpaBuna U A0KYMEHTM Ha [JocTaBumka.

Bcnukn nuua ot nepcoHana Ha [loctaBumka nMoAnucBaT Aekapaums 3a
nMncata Ha KOHMMMKT Ha WMHTepecK, crna3BaHe Ha KOH(MUAEHUMANHOCT Ha
MHdOpMaLMATa U 3alLMTa HA JIMYHUTE OAHHW.

JloCTaBUMKbT OCMrypsiBa AABOEH KOHTPOS 3@ BCUYKM KPUTUYHU (PYHKLMM
Ha YaocToBepsiBalumsl OpraH.

3a onpeaeneHn AenMHOCTU [JOCTaBUYMKLT MOXE [Aa MOM3Ba WM BbHLUHK
nvua.

10.2.1. ONBKHOCTU U PYHKLUN
JloCTaBUMKbBT MMa Ha pasnofioXXeHMe Heobxoammmsa 6poi kBanuuumpaH

nepcoHarn, KOWTO BbB BCEKM MOMEHT OT OCbLIECTBABAHETO Ha HeroeaTa
AEVHOCT Aa ocnrypsia U3NbJIHEHUETO Ha 3aAbJ/DKEHUATA MY.

10.2.2. Bpoi Ha cny)XxuTenuTte 3a onpeaesieHa 3agava
OnpepeneHnte  3agayun, CBbp3aHM C  (PYHKUMOHMPAHETO  Ha

YaocToBepsiBalima opraH Ha [lJocTaBuvKa ce M3BbPLUBAT MOHE OT ABE /LA OT
nepcoHana.

10.2.3. NaenTtupmkauma m aBTeHTUPMKaLMA 3a BCAKA
ANBXHOCT

[lOCTaBUMKLT € pa3pa60TV|n ONBXXHOCTHU XapaKTEPUCTUKN 3a BCAKa €4Ha
OT AJTbX)XHOCTUTE Ha NepCOoHala CH.
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10.2.4. U3nckBaHusA 3a pa3aensHe Ha OTFTOBOPHOCTUTE
npu otaenHute PyHKUUN

AnbxHoctute no 1.10.2.1 ce u3nbiHgBaT OT pas3IMYHM Inua OT nepcoHana Ha

JlocTaBuuka.

10.3. KoHTpon Ha nepcoHana, kBannpukauma m
obyuyeHue

TexHun4ecknaT nepcoHaln Ha ﬂ,OCTaB‘-II/IKa € BHUMATEITHO no,u,6paH 7
nputexasa I'IpOCbeCVIOHaJ'IHVI No3HaHusa B cnegHute obnacTu:

TEXHOMOMMN 3@ CUIYPHOCT, KpunTtorpadus, WHMpPacTpykTypa Ha
ny6nnyHmn kntoyose (PKI);

TEXHUYECKM HOPMU 3@ OLEHKA Ha CUI'ypPHOCTTa;

NH(MOPMALIMOHHN CUCTEMU;

aAMUHUCTPUpaHe Ha ronemu 6a3un aaHHW;

MpeXoBa CUMYpPHOCT;

OOUTUHI U Ap.

[loCTaBUMKbLT M3BbLPLUBA MNPOBEPKA Ha 6baewmTe cu CIYXUTENN BbL3
OCHOBa Ha WM3AaAeHU CrnpaBKM OT KOMMETEHTHW OpraHn, TPETU CTPaHU WU
AOeKsTapauunn.

JocTaBUMKbT ocurypsisa obyveHne Ha CBOS MepCcoHas 3a MU3Mb/IHEHNE Ha
AeHoCTUTE U (PyHKUMKUTE B YAOCTOBEpsABALUMS W Peructpupalims opraH Ha
[loctaBuuka.

[loCTaBUMKBLT Oocurypsisa nepumoanyHoO OnpecHSBaLLO o6y'~|eHme, 3a Aa
Cb3aaA€ HEMNPEKbCBAEMOCT WM aAKTya/IHOCT Ha MNO3HAHUATA Ha MEpPCOHala U

npoueaypuTe.

J10CTaBUYMKBT CaHKLMOHMPaA NepcoHana Ch 3a HeOTOpU3MpaHU AEUCTBUS,
HEerno3BOJSIEHO MOJI3BaHE Ha CNYXXebHO NoMoXKeHWEe M HEMO3BOSIEHO U3MOM3BaHe
Ha cuctemuTe Ha [octaByuka.

10.3.1. N3nckBaHuA KbM He3aBUCUMMU AOCTAaBYULM

HesaBucMMmnTe goctaBuMum, nonseaHu oT [ocTaBumka, cna3saT CbluMTe
npaevna W npoueaypn Ha [ocCTaBuuMKa, BK/IOUUATENHO M 3a@ 3aluTa Ha
KOHdmAeHUManHaTa MHGOpMauMss M JMYHU [daHHW KAKTO MEepCoHanbT Ha
JlocTaBuuka.
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10.3.2. [lokyMeHTauusa, npeaocraBeHa Ha CNy)XXuTtenure

[loCTaBYMKBLT MpenocTtaBd AOKYMeHTauums — npoueaypyu M npasuia Ha
nepcoHana Ha YAocroeepsiBalwms opraH M Ha Peructpupawmsa opraH, 3a
MbpBOHaYaiHO 0by4deHune, NoBMLLIABaHE Ha KBanudukaumsaTa n apyru.

10.4. Mpoueaypu nNo U3roTesiHe U NnoaAabpXKaHe Ha
XXYpHan Ha AaHHU OT NPOBEPKU

Mpouenypute Mo UM3roTBAHE M MoAAbPXAHE HAa >XXYPHan Ha AaHHW OT
MPOBEPKMN BK/KOYBaAa [AOKYMEHTUPAHE Ha cubutna wu ONOKYMEHTUPAHE Ha
NMPOBEPKMN Ha CUCTEMUTE, UMNNEMEHTUPAHU 3a UEINTE Ha nNoAAbp>XaHE Ha
3aWnTeHa cpepa. [OCTaBUMKBLT 3anucBa BCUYKMK CcbbuTUS, CBbp3aHMN C
AEVHOCTUTE Ha YpaocroBepsiBalims opraH, BKAKOYBALKM, HO HE OrPaHUYeHn caMo

no:

n3gaBaHe Ha yaoCTOBEpEHUE;
NOANUCBaHe Ha yAOCTOBEPEHME;

npekpaTsBaHe Ha YAOCTOBEpPEHUE;

CnupaHe Ha yaoCTOBEPEHME;

nybnnkyBaHe Ha yYAOCTOBEPEHWUE;

ny6nunkyBaHe Ha CNMCbK Ha CpeHUTE N NpeKkpaTeHn yA0CTOBEPEHUS.

3anucuTe CbabpXKaT cnegHaTa MHgopMauus:

naeHTUdMKALMS Ha onepauusTa;

AaTa M Yac Ha onepauusTa;

MAEHTUDMKALMS Ha YAOCTOBEPEHNETO, 3aMECEHO B ONepaLusTa;
MAEHTUDMKALMS Ha NNLETO, U3BLPLLUIIO ONEpaLmsTa;
npenpaTka KbM 3asiBKaTa 3a ornepaumsiTa.

J10CTaBYMKBT 3anmncBa BCUYKN CbOUTUS], CBbP3aHM C eKkcnnoaTaumusita Ha
XapAayepHuTe u codpTyepHUTe NnaTgopMn, KakTo cneasa:

NpWY MHCTaNMpaHe Ha HOB W/UNKn AoNbiHUTENEH codTyep;

Npv CNMpaHe 1 CTapTUpaHe Ha CUCTEMUTE U NMPUSIOXKEHUSTA B TSX;

MNpy YCNewHM M HeycrnewHu OnMWMTM 3a CTapTMpaHe Ha W JoCTbi A0
copTyepHuTe PKI KOMNOHEHTU HA CUCTEMUTE;

Npy CUCTEMHU COPTYEPHN N XapayepHU CPUBOBE Ha cucteMuTe u ap.;

Nnpw yrnpaeneHue 1 Non3BaHe Ha XapayepHUTe KPUNTOMOAYN.

CbXpaHsBaT Cce W 3anucM 3a [JeNCTBMATA, W3BbPLUIEHN  OT
Pernctpupawmre opraHu no peructpaums Ha A6oHaTw, uaeHTudMKaums Ha
Tutyngapu, Cbe3gatenn Ha nedat U gp. CbxpaHsaBaT ce 3anucu, Cb3JafeHu oT
KOMYHUKALIMOHHUTE YCTPONCTBA Ha [JocTaBuMKa.

3anucute ce Cb3faBaT aBTOMATUMYHO WU Ce CbXpaHABaT Ha AWNCKPETHU
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MHTEpBaNM 3a pasfMyHuTe Moaynu. OTopusMpaH nepcoHan Ha [ocTaByMKa Ha
PErynsipH/ MHTEpBaNM MNpoBepsiBa 3arnvucuTe W NIOrOBETE M YCTAHOBSIBA U
panopTyBa 3a aHOMasuM.

3anucuTe 1 NoroeBeTe ce CbXpaHaBaT 3a nepuog ot 10 (aeceT) roanHw.

Bcuuky 3anmucu M IoroBe, KOWTO Ce FeHepupaT OT KOMMOHEHTUTE B
YOOCTOBEpPUTENHATA MHMPACTPYKTYpa, CE CbXpaHABaT efeKTPOHHO. EAMHCTBEHO
KBannduLUMpaH1 OBNACTEHN NMLA OT NepcoHana Ha ocTaBuvka MMaT NpaBo Ha
AOCTbM M paboTa C Te3M 3anncK 1 NoroBe.

Pe3epBHM KOMUS Ha 3anucuTe M NOroBeTe Ce Cb3haBaT Ha AUCKPETHU
MHTEPBA/IN OT HAKOJZIKO 4YaCa A0 €AHO AEHOHOWME 3a pa3/M4vyHUTE MOoAayJin.
Pe3epBHUTE KOMKUSA Ce 3anucBaTt Ha (bVI3W—I€CKVI HOCUTEJZIN U CE€ CbXpPaHABaT B
noMeLleHmne € BUCOKO HMUBO Ha 3alliTa Ha KOHTPOJ1a Ha AOCTbIa.

10.5. ApxuB

[10CTaBUYMKBLT CbXpaHsiBa KaTO BbTpeLUeH apXuB CriefHUTe AOKYMEHTU:

BCUUKU WU3[aEHN YAOCTOBEpPeHUs 3a nepuod MuHuMyMm oT 10 (peceT)
roAVHU cnej usTuyaHe nepuoaa Ha BaNMAHOCT Ha YAOCTOBEPEHME;

BCUYKM 3aNncu U NI0roee, CBbp3aHu C U34aBaHETO Ha YAOCTOBEPEHME, 3a
nepuoa MmHuMyM oT 10 (geceT) roavHu cnea usgaBaHe Ha yAOCTOBEPEHME;

BCMYKM 3anncuM U JIOrOBe, CBbP3aHM C [MpeKpaTsaBaHETO Ha
yAOCTOBEpeHNe, 3a nepuwod MuHMMyM oOT 10 (geceT) roavHu cneg
NpeKkpaTsBaHeTO Ha yAOCTOBEPEHME;

CNUCBbUUTE Ha CNpPeHUTe W MpekpaTeHn YAOCTOBEPEHUS 3a nNepuoa
MUHUMYM OT 10 (geceT) roavHu cnef npekpaTsBaHe WK U3TuyaHe nepuoaa Ha
Ba/IMAHOCT Ha yAOCTOBEPEHVE;

BCMYKU [OKYMEHTW, CBbp3aHW C U34aBaHETO W YMpaB/IEHWETO Ha
YAOCTOBEpPEHUSTa (uckaHns,  OOKYMeHTM  3a naeHTuduKaums n
aBTeHTUdMKaUus, 4OroBopu 1 ap.), 3a nepuod MnHuMyM ot 10 (geceT) rogmHu
cnep u3TuyaHe nepuoaa Ha BanuaHOCT Ha YAOCTOBEPEHUE.

JlocTaBUMKbLT CbXpaHsiBa apxvBa BbB (GopMaT, Bb3MOXEH 3a
Bb3CTaHOBsIBaHE. [JOCTaBUMKbT OCUrypsiBa LIENOCTTa Ha (DU3NYECKUTE HOCUTENM
M OCbLLECTBSIBA MEXAHN3bM 3a KOMMPAHETO UM KaTo NpPeBeHUMs Ha 3arybaTta Ha
AaHHW. ApPXMBbBT € AOCTbMEH CaMO OT OTOPM3MpaH MepcoHan Ha [ocTaBymka U
PerncrpupalumTe opraHu, ako € Heobxoammo.

JOCTaBUMKBLT CbXpaHsBa apXMB Ha YAOCTOBEPEHUATA, [aHHUTE OT
NPOBEPKM, MHGMOPMALIMATA, CBbpP3aHa C UCKAHETO 3a M3AaBaHe W ynpaBieHue
Ha YOOCTOBEpEHWsl, JIOroBe, 3anuMcM WM [AOKYMeHTauus, nognomarala
YOOCTOBEPUTENHUTE YCNYIW.
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[loCTaBUMKbT CbXpaHsiBa apxuBa 3a cpok oT 10 (mecet) roamHu. Cnep
M3TMYaHE Ha TO3M Nepuoa, apxmBupaHuMTe AaHHM MoraTt Aa 6bAaT YHULLOXEHM.

O6e3nevaBaHeToO Ha CUT'YPHOCTTA Ha apXvBa BKJIIOYBA.

CaMO MepcoHanbT, OTOpM3MpaH Aa BOAM apxvBa, Aa MMa AOCTbM A0
HEro;

3almTa OT MoAMMUKALMS Ha apxXvBa, KaTo 3anuWCBAHETO Ha [AaHHUTE
BbpXY CPEACTBA 32 €AHOKPATEH 3aruc;

3alMTa OT U3TPMBAHE HA apXM1Ba;

3alUMTa 33 CUMYPHO YHULLIOXABAHE Ha HOCUTENUTE, Ha KOUTO apXuUBLT €
6Wn 3anuncaH, cnea U3Mb/HEHNE Ha AeUCTBUE MO NEPUOAMYHO NPEXBLPSHE Ha
[IAHHUTE Ha HOB HOCUTEN.

BpeMeTo Ha Cb3gaBaHETO HA OTAENHWM 3anucu UM AOKYMEHTUM OT
cucTtemuTe Ha [locTaBumKa ce yaoCcToBepsiBa NOCpPeacTBOM 3aBepKa Ha gaTtaTa U
yaca Ha Cb3aaBaHETO M MNOAMNMCBAHETO MM rnocpeacTBoM TimeStamp CbpBbpa
Ha [locTaBuukKa.

ApxuBHaTa MHMOPMaLMs Ce CbXpaHsiBa B MOMELLEHME C BUCOKA CTeneH
Ha du3nyecka 3awuTa W Npyv  YCnoBus, Mo3BonsiBawm 6e30nacHOTO U
AbNFOCPOYHO CbXPaHEHME Ha XapTUEHW, MarHUTHW, OMNTUYHU U ApYyrK
HocuTenu. ApxmBHaTa MHMOpMauUMs, KOATO e nybnuyHa, ce nybnukyBa u e
AOCTbIMHA B [Ty6nnyHMUTE eneKTpoHHU perucTpu Ha [JoctaBunka B YETUM BUA.

10.6. KoMmnpoMeTupaHe Ha K/1l0OUOBe U
Bb3CTaHOBsIBaHe csieq 6eACcTBMSA M HenpeaBUAEHU cy4yau

3a Oa noaabpXka HeMpeKkbCBaeMOCTTa M LENocTTa Ha ycnyrute cw,
[lOCTaBUMKBLT BHEApsiBa, [AOKYMEHTMpAa M NEpUOAMYHO TecTBa MNOAXOASILUM
NNaHoBe M Mpoueaypyu 3a HenpeaBWMAEHW Cllydau M Bb3CTaHOBSIBaHe cnef
6eacTeus. [oCTaBUMKBT nonara HEOH6XOAMMUTE YCUMMSl Aa FapaHTVMpa Mb/IHO U
aBTOMaTMYHO Bb30OGHOBSIBAHE Ha YC/yruTe CM B Clydail Ha 6efCcTBME, CPUMBOBE
B KOMMNIOTbpPHWUTE pecypcu, B codpTyepa wunm B uHdopMaumsita. MNpuopuTeTHO
JlOCTaBYMKBT OCUrypsiBa Bb3CTAHOBSIBAHETO Ha MOAABPXKAHETO M Ny6AUYHUS
AOCTbM [0 perucTbpa Ha YOOCTOBEPEHUATA WM CMMCbKA Ha CrpeHuTe WU
npeKpaTeHW YAOCTOBEPEHMUS.

B cnyyait Ha KOMMNpOMETUpPaHe Ha YacTHUS KoY Ha YA0CTOBEPABALLMS
opraH Ha [locTaBuvKa ce npeanpuemMaT clegHUTe AencTBusS:

YOOCTOBEPEHMETO 3a eNIeKTPOHHWSA noanuc  Ha [loctaBumka ce
npekpaTsiBa He3abaBHO;

yBeooMsiBa Cce  Hap3opHua  opraH 3@ MpekpaTsdBaHETO  Ha
YpaoctoBepeHMeTo Ha [locTaBuuKa;
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yBeaoMsIBaT ce noTtpebutenute Ha YOAOCTOBEPUTESTHUTE YCIYyrM Ha
[loctaBumka, 4pe3 nybnukyBaHe Ha WHGOpMauusi Ha Ny6AUYHUS CanT M no
e/IeKTPOHHa noLua;

YaoctoBepaBalMAT opraH Ha [locTaBumnka ce cnupa;

MHMUMMpa Ce npouedaypa MO reHepupaHe Ha HOBa  [ABOMKA
KpUNTorpagcKn Ko4oBe;

n3gaBa Cce HOBO YAOCTOBEPEHME 3a efIeKTPOHHWS Moannc  Ha
[loctaBuuka;

BCUYKN M3[0AOEHU W BalMOHW YOOCTOBEPEHUS Mpeaud KOMMpoMeTupaHe
Ha Kfo4ya ce npensaasar.

B cnyyalt Ha komnpomeTMpaHe Ha 4YacTHMs Knod Ha Cb3gatens Ha nevar,
CbLMAT e 3aabikeH He3abaBHO Aa yBeaomu [OCTaBYMKbT 3a MHMLMMPAHE Ha

npoueanypa no npekpardBaHe Ha AencTeawo yaoCcToBEPEHNE.

10.6.1. NencrBue npu 6eAcTBMA N aBapum

ApXVMBHUTE AaHHW, CbAbPXXAWKM MHMOPMaLMS 3a UCKaHUS 3a U3gaBaHe,
yrnpaBfeHne 1 npekpaTsBaHe Ha YAOCTOBEPEHUS, KaKTO M 3anucuTe Ha BCUYKM
nsgageHn ypoctosepeHus B 6asaTa daHHW, Ce CbXpaHsBaT Ha 6e3onacHo m
HaZeXaHO MSACTO U ce AOCTbMHM OT OTOPU3MPaHU CAYXUTeNn Ha [JocTaBymka B
cnyyain Ha 6eacTtBue wnM aBapusi. 3a aBapuHWU Aencteua [ocTaBuMka UMa
paspaboteH "lnaH 3a AencTBMe NpW HenpeaBuaeHW cuTyaumm", KOMTO ce
npoBepsiBa BEAHBLX MOANLLHO.

LisnaTta uHdboOpMaums B ciydan Ha noBpeda wnu Kpaxba Ha xapayep,
copTyep M / wnn AaHHM Ce npedaBa Ha AAMMHUCTpAToOpa MO CUMYPHOCTTa,
KOWTO [OEeWCTBa B CbOTBETCTBME C BbTPELIHUTE npoueaypun. B cnydan Ha
noepeaa B Xxapayepa, codTyepa WM AaHHUTEe, [JOCTaBYMKBLT YBEAOMSIBa
notpebutennte, Bb3CTAHOBSIBA KOMMOHEHTUTE Ha WHMPACTpyKTypaTa MU
Bb30OHOBSIBA MPUOPUTETHO AOCTbMA A0 NyH6ANYHMA PerucTbp M CNucbka C
npekpaTeHun un cnpenun yaoctosepeHns (CRL). 3a TakuBa Cilydanm A4OCTaBUMKBLT €
pa3pabotun "lNnaH 3a ynpasBneHne Ha nHunaeHTn". JoCTaBYMKbT MMa M/aH 3a
ynpaBieHNne Ha  BCUYKW  MHUMAEHTM, KOUTO  3acsdraT  HOPMANHOTO
(PYHKUMOHMPaHE Ha yaoCToBepuTenHaTa CuM MHpacTpykTypa. To3u nnaH e B
cboTBeTCTBME C [lnaHa 3a HenpekbCHAaTOCT Ha ©OusHeca u [lnaHa 3a
Bb3CTaHOBsIBaHe cnep 6eacTeust 1 aBapuu.

10.7. Mpoueaypmn no npekparaiBaHe AeUHOCTTA Ha
AocTtaBumnka

[JeinHocTTa Ha [ocTaBuMKa ce NnpekpaTsiBa MO peda Ha AeWCTBALLOTO
HALUMOHANHO 3aKOHOAATENCTBO. [IpM MNpeKpaTsBaHETO Ha [AEeMHOCTTa Cu
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JOCTaBUMKBT yBeAOMSsIBa Haa30pHUS OpraH 32 HAMEPEHMETO CU HE MO-KbCHO OT
4 Mecella Npeay AaTtaTa Ha NpekpaTABaHe M Aasiu LE OCbLIECTBU NPEXBbPSHE
Ha AEMHOCTTa CM KbM Apyr AOCTaBYMK. [JOCTaBUMKBLT yBeaomsiBa HaasopHus
OpraH B C/lydall Ha UCK 3a 06siBABaHe Ha ApY>XeCTBOTO B HECHCTOSATENHOCT, 3a
06siBSIBaHE Ha [OPYXECTBOTO 3a HEAENCTBUTENIHO WM 3a ApYyro WCKaHe 3a
npekpaTsBaHe WK 3a 3aroyBaHe Ha npoueaypa Mo NMKBMAAUMS. [OCTaBUMKLT
nosara BCUYKU YCUIUSA U TPWXKK, 3@ Aa NPOABLIKM AENCTBUETO Ha U3OAAEHUTE
OT HEro YyOOCTOBEpEHMSI 4pe3 MpPEexBbp/SHETO WM  KbM  [eiCTBaly
KBanub1LuMpaH A0CTABYMK Ha KBANMNMPULUMPAHWU YAOCTOBEPUTENHU YCITYT L.

J[locTaBuMKbT yBEAOMSsIBa NUCMEHO Haa3opHMst opraH v noTpebutenvre
[Aanu AevHoCcTTa Ha [loctaBumka ce noema OT Apyr KBannduumpaH AOCTaBYMK
Hal-KbCHO KbM MOMEHTa Ha MpeKpaTsaBaHE Ha AENHOCTTa CU. YBEAOM/EHUNE ce
nybnukyBa M B MHTEPHET MnopTana Ha [locTaBuMka U CbAbpXa U MHOpMaLUs
3a UMETO M AaHHWUTE 3a KOHTAKT Ha [loCTaBuMKa NPUEMHNK.

JOCTaBUMKBLT yBEAOMsBA MOTPEBUTENIUTE CUM OTHOCHO YC/IOBMSITA MO
NoAApPbXKA Ha MPEXBLP/IEHUTE TEXHW YAOCTOBEPEHMSI KbM [lOCTaBYMKa
NPUEMHUK. [JOCTaBYMKBT HAANEXHO NpeaaBa LsnaTa AOKYMeHTauus, CBbp3aHa
C Ae/iHOoCTTa My, Ha npueMallmsa [0CTaBUMK BEAHO C BCUYKM apXMBW, KAKTO U
BCMYKWN U3a[EHWN YOOCTOBEPEHUS (BaNIMHW, NPEKPATEHM U CNIPEHN).

B cnyyait, ye [OCTaBUMKLT He ycrnee Aa MpexBbp/v AeWHOCTTa CUM Ha
APYr  KBanuduuMpaH [OCTaBYMK, TOW nNpeKkpaTsBa [JeWCTBMETO Ha
YOOCTOBEPEHUATA Ha YAOCTOBEPSABALLMTE CUM OPraHW, Ha BCUMYKW M3AAAEHM OT
HEro YOOCTOBEPEHUS W CbXpaHsiBA UsnaTa AOKYMEHTauusi, CBbp3aHa C
AENHOCTTA My, BEAHO C BCUUKM apXMBW M BCUYKWU WU3[3AEHWU YAOCTOBEPEHUS
(BanuaHW, NpeKpaTeHn 1 CnpeHn), 3a Cpok oT 10 roanHM.

Ako 6bae oOTHeT KBanudUUMpaHus  CTaTyT Ha  [loCTaBuMKa,
nHdopMaumaTa 3a ToBa TpsibBa Aa 6bae npefageHa NO eNeKTPOHEH MbT WK B
nMcMeHa ¢opMa Ha npuTexaTtenuTe Ha  BalvMaHW  KBanuuumpaHu
YOOCTOBEPEHUS!, HA TpeTuTe CTpaHW, AO0BepsiBallM Ce Ha YAOCTOBEepUTENHU
YCyrmu U Ha CybeKkTW, KOMTO MMaT CKAYMAN OOroBopu, MPSKO CBbp3aHu C
NpeaoCTaBsAHETO Ha KBanMduuupaHuTe yaoCTOBEPUTESTHU YCITYTU.

NHdopMauma 3a ToBa we 6bae nybnmkyBaHa Ha yeb cTpaHuuaTa Ha
[octaBunka Ha apgpec: http: www.infonotary.com, we 6bae noctaBeHa Ha
BUAHO MSCTO M BbB BCUYKM PErncTpaumoHHM odmcn unu we 6uae nybnukysaHa
MO APYr Ha4uH, MOCOYEH B MNPWIOXKMMOTO HALUMOHA/HO 3aKOHOAATENCTBO.
MHdopMauma we BKAOYBA W M3SIBIEHME, B KOETO Ce [MOoCo4YBa, u4e
KBanudbuumpaHuTe yaoCTOBEPEHUS, u3daaeHn oT [JocTaBumka, Beye He morar
fa Ce uM3non3BaT B CbOTBETCTBME C pa3nopeabute Ha NpUIOXMMOTO
3aKOHOAATENCTBO.
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11. APYIA BU3HEC U NMPABHU YCJ10BUA

11.1. LleHn n Takcm

JlocTaBunKbT onpegens ueHM U aboHaMeHTHM TaKCu 3a Mofi3BaHe Ha
NnpeaocTaBsAHUTE OT Hero KeaMduuUpaHu YOOCTOBEPUTENHU YCIYITM U N
nybnvkysa B Tapuda 3a npeaocTtaBsHe Ha KBanuduuUUpaHu yaoCTOBEPUTENHM
ycnyrn  (Tapuda,  Tapudata), nybnuyHo  AocTbiHa  Ha  ajpec:
http://www.infonotary.com/.

JloCTaBuUMKbLT CU 3aMa3Ba MpaBoTO Aa MNPOMeHs eAHOCTpaHHO Tapudarta
MO BCAKO BpeMe OT AEWCTBMETO Ha AO0roBopa, KaTo MpoMeHuTe ce ogobpsisaT
oT CbBeTa Ha aupektopute Ha “MHOOHOTAPU” EAL u ce nybnukysBaT M ca
ny6nunyHo agoctbnHM Ha URL agpec: http://www.infonotary.com/.

JlocTaBuMKbT yBeaoMmsiBa AGoHaTUTE MHAMBMAYANHO WM C dakTa Ha
nybnvkyBaHe Ha npomeHuTe. lNpoMeHUTe BNM3aT B CuMna U MMaT AeilcTBue
cnpsimo ABoHaTa OT [eHs, cneaBall, YBeAOMSIBAHETO v NybnukaumsTa.

lNpoMeHuTe mnmat JeNcTBMe 3a B Obaelle M He 3acaraT Beye NaTeHu
aBaHCOBO €AHOKpPaTHU Wnun aboHaMeHTHN Takcw, npeaxoxaawuy BJIN3aHETO B
Chna Ha rnpomMsdHarta.
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